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HOW TO MANAGE RISKS IN Al PROJECTS

Executive Summary

Artificial intelligence projects cannot be managed as conventional IT projects with an additional
technology component. Traditional concerns such as architecture, security, budget, scope, integration,
and organizational readiness remain important, but Al introduces further uncertainty around data
quality, probabilistic model behavior, third-party providers, drift, human interaction, adoption, ethics,
regulation, and trust.

At the same time, organizations cannot eliminate all uncertainty before they begin. Al initiatives need
experimentation. Teams must test assumptions, work with limited prototypes, involve users, and learn
from evidence generated under realistic conditions.

Agile iterations manage learning. Structured stage gates manage
organizational exposure.

This handbook presents a practical operating model that combines both mechanisms. Inside each
phase, teams iterate, learn, and adapt. At defined decision points, authorized leaders assess whether
the evidence justifies additional investment, broader access to data, more users, deeper integration,
increased autonomy, or wider operational use.

The core model

Element ‘ Purpose

Al risk extends beyond technical and project risk to
Expanded risk profile value, viability, data, models, operations, compliance,
ethics, and trust.

Risks are examined as one socio-technical system

Six connected risk domains . .
rather than as isolated departmental checklists.

The risk assessment changes when the use case, data,
Continuous lifecycle management model, provider, users, controls, or consequences
change.

Small, bounded experiments convert uncertainty into

Iterate, learn, adapt, decide . . . .
evidence and evidence into an explicit next step.

A gate determines whether the next level of

Evidence-driven gates . .
organizational exposure is justified.

Risk owners, control owners, evidence owners,
Explicit accountability acceptance authorities, and stop authorities are
distinguished.

Decision Records preserve context, evidence, residual

Traceable decisions . .. . .
risks, conditions, and review triggers.

Teams receive clear boundaries for tools, data, human

Practical guardrails . - L .
g oversight, traceability, monitoring, and escalation.

Operational evidence challenges earlier assumptions

Monitoring and reassessment - L
and reopens decisions when conditions change.
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The decision principle

The purpose of Al risk management is not to eliminate every risk before an initiative begins. It is to make
uncertainty visible, test the most consequential assumptions, limit the possible impact of failure,
reduce risks where possible, and consciously accept the residual exposure.

Risk management should not prevent experimentation. It should prevent
organizations from scaling assumptions that have not yet earned their
trust.

The handbook therefore treats every approval as conditional and reviewable. A decision should specify
what is permitted, under which conditions, with which controls, for which users and data, who accepts
the remaining risk, and which events require reassessment.
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Who This Handbook Is For

HOW TO MANAGE RISKS IN Al PROJECTS

This handbook is written for people who design, sponsor, build, govern, deploy, or operate Al-enabled
products and services. It is intended to create a shared language across business, technology, risk, and

organizational functions.

Primary audience \ How the handbook helps

Executives and sponsors

Use the handbook to define risk appetite, evaluate
investment decisions, and understand which exposure
is being accepted.

Product, project, and Al initiative owners

Use it to structure the complete risk picture, define
experiments, prepare evidence, and coordinate
decisions.

Agile coaches and change practitioners

Use it to connect iterative learning with governance,
adoption, human factors, and organizational change.

Data scientists and software engineers

Use it to connect technical evaluation with business
context, operating controls, traceability, and lifecycle
monitoring.

Security, privacy, legal, and compliance specialists

Use it to shape early experiments, define non-
negotiable boundaries, and identify when formal review
is required.

Service owners and operations teams

Use it to define monitoring, incident response, provider
change management, fallback options, and retirement
criteria.

HR, employee representatives, UX, and domain
experts

Use it to assess human impact, fairness, workflow fit,
calibrated trust, and meaningful oversight.
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Scope and Boundaries

The handbook focuses on the organizational management of Al initiatives from discovery through
scoping, prototyping, piloting, rollout, and ongoing operations. It applies to Al systems developed
internally, procured from vendors, embedded in third-party products, or assembled from external
models, platforms, data sources, and services.

Included in scope

e identifying and structuring Al-specific and conventional risks across six connected domains;

e designing responsible experiments, learning cycles, and evidence-driven stage-gate decisions;

e defining evidence requirements for each lifecycle phase;

e assigning risk ownership, control ownership, decision authority, and stop authority;

e preserving decisions through Decision Records, organizational technology guidance, and practical
guardrails;

e monitoring changing conditions and diagnosing common Al risk-management anti-patterns;

Not included as a substitute for specialist work

This handbook does not provide a complete legal interpretation of the EU Al Act or other legislation, a
conformity-assessment method, a certification implementation guide for ISO/IEC 42001, a detailed
cybersecurity control catalogue, or a model-evaluation standard for every technical domain.

e | egalclassification, obligations, security architecture, and controls must be assessed by qualified
legal, compliance, and security professionals.

e Sector-specific requirements may impose additional duties not covered here.

e Model thresholds and evaluation methods must be tailored to the intended use, affected people,
and consequences.

Central definition: organizational exposure

In this handbook, organizational exposure means the combined level of reach, autonomy, data
sensitivity, potential consequence, reversibility, operational dependency, and resource commitment
introduced by an Al initiative.

The strength of governance, evidence, controls, and oversight should
increase with organizational exposure.
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How to Use This Handbook

The chapters form one connected operating model and can be read sequentially. The handbook can also
be used as a reference during initiative design, gate preparation, governance reviews, or operational
reassessment.

Situation Recommended starting point

Start with the expanded risk profile, the six risk

You are evaluating a new Al idea . . .
domains, and the discovery and scoping gates.

Use Iterate-Learn-Adapt-Decide, the lifecycle chapter,

You are preparing a prototype or pilot . .
prep gap yp P and the relevant evidence requirements.

Use the governance, Decision Records, Tech Radar,

You are designing Al governance . . .
guardrails, and anti-pattern sections.

Use monitoring triggers, operational evidence, residual-

You are reviewing an operational Al system . . .
risk ownership, and renewal decisions.

Use the anti-pattern diagnostic and ask what evidence,

You need to challenge a weak approval process . . L
g PP P conditions, owners, and stop triggers are missing.

Use the model as a decision system, not as a checklist

The framework should be tailored to the organization, use case, potential impact, and available
evidence. Not every initiative requires the same level of documentation or specialist review. A low-
exposure experiment should remain lightweight; a consequential system requires stronger evidence,
clearer accountability, and continuous monitoring.

Recommended working rhythm

Define the intended use, excluded uses, users, data, and operating boundaries.

Identify the most consequential and uncertain assumptions across the six risk domains.
Design the smallest responsible experiment that can produce useful evidence.

Evaluate both the Al component and the complete socio-technical work system.

Adapt the model, data, process, controls, scope, or level of autonomy.

Make an explicit Go, Rework, Restrict, Pause, or Kill decision.

Record the decision, residual risks, conditions, owners, and review triggers.

® NN

Monitor the system and reopen the decision when conditions change.
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Introduction

Al projects are often treated like conventional IT projects with a new technology at their center.

A projectteam is formed, a scope is defined, costs are estimated, and technical risks are documented.
Legal, security, and data-protection specialists may be involved before the solution is released.

This approach remains necessary, but it is no longer sufficient. The NIST Al Risk Management
Framework notes that Al systems introduce risks that are not comprehensively addressed by traditional
software risk frameworks, including risks related to changing training conditions, outdated datasets,
third-party models, scale, and use outside the originally intended context.

Al projects introduce uncertainties that cannot be managed through conventional project planning and
technical quality assurance alone. The behavior of an Al solution depends not only on its code, but also
on data, models, providers, user interactions, business context, and the environment in which it
operates.

Some of these factors can change even when the project team does not change the solution itself.

A model provider may release a new version. Input data may become outdated. User behavior may differ
from what the team expected. A system that performs well in a controlled prototype may produce
different results when it is exposed to real users, real workloads, and real business decisions.

At the same time, organizations cannot eliminate all uncertainty before they begin.

Al projects need experimentation. Teams have to test assumptions, work with prototypes, involve users,
and learn from real results. Long planning cycles and extensive upfront specifications cannot answer all
the questions that emerge during the development of an Al solution.

This creates a fundamental challenge:

Al projects need enough freedom to learn quickly, but enough structure to prevent uncontrolled
risk.

Too much control can slow down experimentation and prevent innovation.

Too little control can expose the organization, its employees, and its customers to technical, economic,
legal, ethical, and reputational harm.

The solution is not to choose between agility and governance.
The solution is to combine them.

Agile practices help teams expose uncertainty, test assumptions, and adapt the solution through short
learning cycles. Structured risk decisions help the organization determine whether the available
evidence justifies further investment, broader usage, access to more sensitive data, or increased
operational responsibility.

This handbook introduces a practical model that combines both approaches.
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It explains:

o why Al projects require a different risk-management approach,

e how theirrisk profile differs from conventional IT projects,

e which risk domains need to be managed,

e how agile learning can be combined with stage-gate decisions,

e whatevidence is needed before an initiative moves forward,

e and how governance, traceability, and practical guardrails support responsible innovation.
The goal is not to remove every risk before an Al initiative begins.

The goal is to make risks visible early, reduce them through evidence, and increase the organization’s
exposure only when the results justify it.

Why Al Projects Need a Different Risk
Management Approach

Conventional IT projects already involve considerable uncertainty.

RISK PROFILE

Classical IT Projects
- Risk Profile

Economic
Risks

Risk Profile of Conventional IT Projects

Organizations have to manage technical feasibility, system integration, security, scope, dependencies,
costs, schedules, and organizational change. These risks do not disappear when Al is introduced. They
remain part of every Al initiative.

However, Al projects add another layer of uncertainty.

In traditional software development, developers define explicit rules that determine how the system
should behave. Under the same conditions, the software is generally expected to produce the same
result. When something goes wrong, the cause can often be traced to a defect in the code, a
misunderstood requirement, incorrect data, or a failed integration.
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Al systems are different. Their behavior is influenced by probabilities, training data, model
characteristics, prompts, context, and user interactions. Their outputs may be plausible without being
correct. They may perform well for common cases but fail in situations that were not sufficiently
represented during testing.

Al solutions can also change after they have been deployed.

The data may drift. The model provider may update the underlying model. New user groups may use the
system differently. The solution may be expanded to processes with higher consequences. A decision-
support tool may gradually become an automated decision system without the organization explicitly
acknowledging that change.

This means that risk management cannot be limited to a technical review before rollout.
It must accompany the entire lifecycle of the initiative.
The organization needs to understand not only whether the solution can be built, but also:
e whetheritsolves a relevant problem,
e whether its business case remains viable,
e whetherthe underlying data can be trusted,
e whether the model behaves reliably,
e whether the solution can be operated safely,
e and whether its use remains fair, compliant, and trustworthy.

This is the expanded risk profile of an Al project.

Before defining how these risks should be managed, we first need to understand how this risk profile
differs from that of a conventional IT project.
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Al Projects Have an Expanded Risk Profile

Conventional IT projects already involve substantial risks.

A project may exceed its budget, miss its delivery date, fail to integrate with existing systems, or produce
a solution that does not satisfy the original requirements. Organizations therefore monitor technical
feasibility, scope, costs, dependencies, security, and organizational readiness.

All these risks remain relevant in Al projects.

The difference is that Al adds further sources of uncertainty that are not fully controlled by the project
team and cannot always be addressed through conventional software testing.

The risk profile does not simply shift. It expands.

RISK PROFILE Al Projects — extended Risk Profile

Data Risks
(Bias,
Quality,

Obsolete)

Economic

Example: Extended Risk Profile of Al Projects
A conventional IT project typically focuses on three broad areas:
e Technicalrisks: Can the solution be built, integrated, secured, and operated?

e Organizationalrisks: Is the scope clear? Are responsibilities, skills, and dependencies properly
managed?

e Economic risks: Can the solution be delivered within the available time and budget, and will the
expected value justify the investment?

Al projects have to manage these same risks, but they also introduce uncertainty around the data, the
model, the behavior of users, external providers, regulation, ethics, and trust.

This expanded risk profile is caused by several characteristics of Al systems.
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Al Output Is Not Fully Defined by the Code

In most conventional business software, developers define explicit rules for how the system should
respond.

A calculation follows a formula. A workflow follows predefined conditions. A validation rule accepts or
rejects an input according to criteria written into the software.

Al systems do not operate exclusively through such explicit rules.

Their outputis also shaped by training data, statistical relationships, model architecture, prompts,
context, parameters, and user input. This means that the project team cannot describe every possible
resultin advance.

The output may be plausible but incorrect.

It may be usefulin one situation and misleading in another. It may perform reliably for common cases
but failwhen confronted with unusual inputs or contexts that were not sufficiently represented during
testing.

Testing an Al system is therefore not only about finding defects in the implementation. It is also about
understanding the boundaries within which the system can be trusted.

The Data Becomes Part of the System’s Behavior

Data quality is important in every IT project, but it has an even more fundamentalrole in Al projects.
The data does not merely provide information to the system. It influences how the system behaves.

Incomplete, outdated, biased, incorrectly classified, or improperly licensed data can affect the quality
and fairness of the output. In some cases, the project team may not even have full visibility into the data
used to train an external model.

This creates questions that conventional testing alone cannot answer:
e |sthe available data representative of the real operating environment?
e  Which groups or situations may be underrepresented?
e |sthe data sufficiently current?
e Isthe organization legally permitted to use it?
e Can the origin and quality of the data be traced?
e What happens when the data changes over time?

Poor data does not only create isolated errors. It may create recurring patterns of incorrect or unfair
behavior.
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Models and Providers Can Change

Al projects increasingly depend on third-party models, APIs, platforms, and data sources. NIST therefore
recommends continuous monitoring of third-party Al systems, explicit supplier-risk assessments,
fallback strategies, and contractual provisions that address system changes over time, including fine-
tuning, drift, and performance decay.

These dependencies accelerate development, but they also reduce the organization’s direct control
over important parts of the solution.

A provider may:
e release a new model version,
e change model behavior,
e discontinue an existing model,
e modify pricing,
e introduce new usage limits,

e change licensing conditions,

or alter the way customer data is processed.

The project may therefore change even when the internal team has not modified its own code.

An Al solution that is economically viable today may become too expensive when usage increases or
pricing changes. A model that passed the original tests may behave differently after an external update.
A solution that depends deeply on one provider may be difficult or costly to migrate.

Provider dependency is therefore not only a technical architecture question. It is also a strategic,

operational, and economic risk.

Users Influence the Risk Profile

The behavior of an Al system cannot be assessed independently from the people who use it.

Users may rely too strongly on its recommendations. They may use it for purposes that were never
intended. They may share confidential information, misunderstand the limitations of the model, or stop
checking outputs once the system has earned their trust.

The opposite can also happen.

Employees may reject a useful solution because they do not understand it, do not trust it, or fear that it
will eventually replace them. A technically successful system can therefore fail because of low
adoption, missing skills, inappropriate usage, or active resistance.

Human behavior is not merely a change-management concern added after the technical work is
complete. Itis part of the Al system’s risk profile.

Itis part of the risk profile of the Al system itself.

Small Errors Can Create Large Consequences at Scale

During prototyping, an incorrect Al output may affect only a few test cases.
During a pilot, it may influence a limited number of users or decisions.

After rollout, the same weakness may be repeated thousands of times across departments, customer
interactions, or automated processes.
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Scaling therefore does not only increase the potential value of an Al solution. It also increases the
potential impact of its weaknesses.

This is especially critical when Al is used to:
e recommend actions,
e prioritize cases,
e generate customer communication,
e support personnel decisions,
e assessindividuals,
e produce software code,
e orautomate parts of regulated processes.
The higher the reach, autonomy, and consequence of the system, the stronger the required controls

must become.

Trust Is Both an Outcome and a Risk

Trust plays a special role in Al projects.

Employees and customers need enough trust to use the system. At the same time, excessive trust can
be dangerous when people stop questioning the output.

Organizations therefore need to establish appropriate trust.
Users should understand:
e whatthe system can do,
e where its limitations are,
e when human judgmentis required,
e how outputs can be challenged,
e and who remains accountable for the final decision.
Trust takes time to build, but a serious incident can destroy it quickly.

An unfair recommendation, a privacy violation, a public hallucination, or an unexplained automated
decision may affect not only one Al initiative. It may reduce confidence in the organization’s broader Al
strategy.

Risk management is therefore also a trust-building mechanism.

Trust should not mean unquestioned reliance. Users need enough information, competence, and
authority to interpret Al output, recognize its limitations, intervene, and stop the system when
necessary. This principle is also reflected in the human-oversight requirements of the EU-Al Act for high-
risk Al systems.

It demonstrates that the organization does not treat Al as a technological experiment without
consequences, but as a system that requires transparency, accountability, and continuous oversight.
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From Additional Risks to a Structured Risk Model

The expanded risk profile of Al projects is not a reason to avoid Al.
Itis a reason to manage Al initiatives differently.

Organizations need to preserve the ability to experiment and learn, while recognizing that technical
performance is only one part of a successful and responsible Al solution.

A model may be technically impressive but deliver no relevant value.

It may deliver value but have an unsustainable business case.

It may be economically attractive but rely on poor data.

It may perform well but be impossible to explain, monitor, or maintain.

And it may satisfy all technical requirements while still creating ethical, regulatory, or trust-related
problems.

To manage this expanded profile systematically, we can group the risks of Al projects into six connected
domains.
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The Six Risk Domains of Al Projects

An expanded risk profile can quickly become an unmanageable collection of individual concerns.

Data quality, model performance, security, compliance, user adoption, costs, ethics, and operational
readiness may all appear on different checklists owned by different departments. Without a shared
structure, risks are easily assessed in isolation, duplicated across reviews, or overlooked because
everybody assumes that somebody else is responsible.

To make the expanded risk profile manageable, we can organize the risks of an Al project into six
connected domains:

1. Value and Adoption Risks

2. Business and Viability Risks

3. DataRisks

4. Model and Algorithm Risks

5. Technology and Operations Risks

6. Compliance, Ethics, and Trust Risks

1. Value & Adoption Risks
Will users want or use it?

How engaged will they be? 1 2. Business & Viability Risks

The biggest failure is often solving the Is this aligned to our business model, brand, compliance

wrong problem. Gates ensure we confirm constraints?

value early. 2 Unclear ROl is a major Risk. We don‘t know how the pricing
for the Al models will change over time.

3. Data Risk

Are data ready, clean, accessible, unbiased 3

and properly classified and licensed? 4. Model & Algorithm Risk

If data is biased, incomplete, or improperly Can we build, sustain and explain the model?

Will it drift or misbehave?
Can we still be independent, and can models
be exchanged?

E=S

sourced, no algorithm can fix that.

5. Technology & Operations Risk
Can we integrate, scale, monitor,

and maintain in production?

Even a great model fails if it can’t
integrate securely or scale reliably.

6. Compliance, Ethics & Trust Risk

6 Does the solution respect fairness, transparency,
rights and regulation?
These are non-negotiable—every gate includes
privacy, ethics, and fairness reviews.

The Six Risk Domains of Al Projects
These domains are not independent categories.

A problem that begins in one domain can quickly create risks in several others. Poor data quality can
reduce model performance. Incorrect model output can lead to harmful business decisions. Harmful
decisions can create legal problems and cause employees or customers to lose trust.

The purpose of the six-domain model is therefore not to assign every risk to exactly one box.

Its purpose is to make sure that the project team examines the Al initiative from all relevant perspectives
and understands how the risks influence one another.
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1. Value and Adoption Risks

The first question should not be whether the Al solution can be built. It should be whether it should be
built at all.

Many Al initiatives begin with the technology rather than the problem. Ateam discovers a new model,
platform, or Al capability and starts looking for possible applications. This can produce impressive
prototypes, but it does not necessarily produce valuable solutions.

The fundamental value risk is that the initiative solves the wrong problem — or solves a real problem that
is notimportant enough to justify the required investment and organizational change.

Ask:
e Does theinitiative address a relevant business or user problem?
e Is Al actually required to solve it?
e Isthe proposed solution better than the current process or a simpler non-Al alternative?
e Willusers adopt the solution in their daily work?
e Doesitimprove a measurable outcome?
e Areusers able to recognize when they should and should not rely on it?
Adoption is part of this risk domain because value only emerges when the solution is used appropriately.

A technically successful system may still fail when employees do not trust it, do not understand it, or
see it as an additional burden. The opposite can also become a risk: users may trust the system too
much and stop critically reviewing its output.

The objective is therefore not maximum trust or maximum usage.

Itis appropriate usage and calibrated trust.

2. Business and Viability Risks

An Al solution can deliver value to individual users and still fail as a sustainable business initiative.

The business and viability domain examines whether the solution remains economically and
strategically reasonable beyond the prototype.

Al projects frequently depend on external model providers, APIs, cloud services, licenses, and
specialized infrastructure. These dependencies may introduce costs and conditions that are difficult to
forecast during the early stages of the project.

Ask:
e |stheinitiative aligned with the organization’s objectives and business model?
e |sthe expected value greater than the cost of development, rollout, operation, and monitoring?
e What happens when usage increases significantly?
e How sensitive is the business case to changing model or infrastructure costs?
e Arelicensing and contractual conditions sufficiently clear?
e Canthe organization switch providers or models if necessary?

e Who owns the long-term budget after the project becomes an operational service?
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An unclear business modelis not a problem that should be postponed until scaling. Itis a risk that
should be tested from the beginning.

A prototype may be inexpensive because it is used by only a few people. The same solution may become
economically unattractive when it processes thousands of requests, requires continuous human review,
or depends on expensive infrastructure.

Technical feasibility does not automatically create business viability.

3. Data Risks

Data is not merely an input to an Al system. It shapes the behavior and limitations of the solution.

Poor-quality, incomplete, outdated, biased, or improperly sourced data can result in unreliable or unfair
output. In some projects, the organization may also lack sufficient knowledge about the data used to
train an external model.

Relevant questions include:
e Is sufficient data available for the intended use case?
e |sthe data accurate, representative, and current?
e Which users, situations, languages, or edge cases may be underrepresented?
e Isthe organization permitted to use the data for this purpose?
e |s personal or confidential information adequately protected?
e Canthe origin and transformation of important data be traced?
e How will changes in data quality be detected?
e Who owns the data and is responsible for maintaining it?

Data risks exist throughout the lifecycle. During discovery, the organization may discover that the
required data does not exist. During prototyping, the team may find quality or representation problems.
During operations, the data may gradually become outdated or diverge from the conditions under which
the system was originally tested.

The familiar principle still applies:
Garbage in, garbage out.
However, in Al projects, the consequences can be harder to detect because the output may still appear

convincing.

4. Model and Algorithm Risks

Model and algorithm risks concern whether the Al component behaves reliably enough for its intended
purpose.

Unlike conventional software functions, Al models may produce probabilistic, inconsistent, or
unexpected results. Their output may appear plausible while being incomplete or incorrect.

The relevant questions are therefore broader than whether the model achieves a single accuracy target.
Ask:
e Does the model perform sufficiently well for the intended use case?fv

e Which types of errors occur?
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e What are the consequences of false positives and false negatives?

e How does the model behave in unusual or previously unseen situations?
e Can users understand the basis and limitations of its output?

e Canimportant results be reproduced and traced?

e How will drift or performance degradation be detected?

e What happens when the provider updates or replaces the model?

e Canthe model be exchanged without redesigning the entire solution?

Model quality must always be evaluated in context.

An error rate that is acceptable for generating internal meeting summaries may be unacceptable for
decisions affecting employment, legal obligations, customer rights, or safety.

The question is therefore not:
“Is the model accurate?”
The better question is:

“Is the model sufficiently reliable for this specific purpose, under these specific conditions, with these
specific safeguards?”

5. Technology and Operations Risks

A working model is not yet a working operational system. The Al solution must also be integrated,
secured, scaled, monitored, maintained, and supported. This is where many promising prototypes fail.

Technology and operations risks include:
e integration with existing systems,
e access control and security,
e infrastructure reliability,
e scalability,
e response times,
e logging and observability,
e monitoring of costs and performance,
e incident management,
e maintenance responsibilities,
e and dependency on external services.
Ask:
e Canthe solution be integrated securely into the existing environment?
e Canithandle the expected workload?
e Arecriticalinputs and outputs logged appropriately?

e Canincidents and unexpected behavior be detected?
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e |sthere afallback when the model or provider is unavailable?

e Who operates and supports the solution?

e Whois authorized to change the model, prompts, data, or configuration?

e Under which conditions will the system be restricted, rolled back, or stopped?

A prototype is usually optimized for learning. An operational system must be optimized for reliability,
control, and maintainability. The transition between the two should never be treated as a simple
technical deployment.

6. Compliance, Ethics, and Trust Risks

The final domain covers whether the Al solution can be used lawfully, fairly, transparently, and
responsibly.

Compliance and ethics should not be treated as reviews that happen only shortly before launch. They
influence the design of the system, the permitted data, the required documentation, the role of human
oversight, and sometimes whether the use case should be pursued at all.

Ask:

e Which laws, regulations, contracts, and internal policies apply?

e Couldthe solution discriminate against individuals or groups?

e Are affected users informed when Al is involved?

e Canimportant outputs and decisions be explained?

e Is meaningful human oversight possible?

e Can aperson challenge, correct, or stop an Al-supported decision?

e |s accountability clearly assigned?

e Couldthe solution damage employee, customer, or public trust?
Trust is particularly fragile.

A serious privacy incident, discriminatory outcome, unexplained decision, or confidently presented false
statement may damage more than one initiative. It can undermine confidence in the organization’s
entire Al strategy.

Risk management is therefore not merely a mechanism for avoiding fines or incidents.

Itis also a mechanism for building and maintaining trust through transparency, accountability, fairness,
security, and responsible human oversight.
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The Six Domains Form One Risk System

The six domains provide a shared structure, but they should never become six separate checklists
managed independently by six departments.

Consider a recruiting assistant trained on incomplete historical data:
e Thedatariskis thatthe historical information is not representative.
e The modelrisk is that the system reproduces or amplifies hidden patterns.
e The compliance and ethics risk is that applicants may be treated unfairly.
e Thetrustriskis that employees and applicants lose confidence in the process.
e The adoptionrisk s that recruiters reject the system — or rely on it without sufficient scrutiny.

e Thebusinessriskis that the initiative creates reputational and financial damage instead of
operational value.

This illustrates why Al risk management must be cross-functional. No single project manager, data
scientist, security specialist, or legal expert can assess the entire risk profile alone. Each role sees only
part of the system.

The six domains create a common language through which these perspectives can be combined.
However, identifying the relevant risk domains is only the first step.

The risk profile will change as the initiative moves from an initial idea to a prototype, from a prototype to
a real-world pilot, and finally into broad operational use. A risk assessment performed once at the
beginning of the project will therefore become outdated long before the system reaches production.
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Why a One-Time Risk Assessment Is Not Enough

The six risk domains provide a structure for identifying the risks of an Al project.
However, they only provide a snapshot.

Arisk assessment performed during the scoping phase describes what the organization knows about the
initiative at that moment. It is based on the intended use case, the available data, the selected model,
the expected users, and the planned operating environment.

All of these factors can change.

As the initiative moves from an idea to a prototype, from a prototype to a pilot, and from a pilot into
broad operational use, the organization learns more about the solution. New risks become visible,
previous assumptions are invalidated, and controls that seemed sufficient in a small test environment
may no longer be effective at scale.

Risk management must therefore evolve together with the Al system.

A Risk Register Is Only as Current as Its Assumptions

Many projects create a risk register during planning.

The team identifies potential problems, estimates their probability and impact, defines mitigation
measures, and assigns owners. The register is then reviewed periodically or presented at steering
meetings.

This approach can create the appearance of control. But it becomes dangerous when the original
assessment is treated as a stable description of the project.

Every risk entry is based on assumptions:
e how the system will be used,
e which data it will process,
e howthe model will behave,
e how many users will interact with it,
e which decisions it will influence,
e which provider and infrastructure it will depend on,
e and which safeguards will remain effective.
When these assumptions change, the risk assessment must change as well.

Arisk marked as acceptable during prototyping may become unacceptable when the system is
connected to production data. A control that works for ten trained pilot users may fail when thousands
of employees gain access. A low-impact error in an internal assistant may become a serious risk when
the same technology is used for customer communication or decisions affecting individuals.

The relevant question is therefore not:
“Have we completed the risk assessment?”
Itis:

“Is our current understanding of the risks still valid under the conditions in which the system is now being
used?”
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The Risk Profile Changes Even When the Code Does Not

In conventional software projects, a significant change in risk is often connected to a software release,
architectural modification, or change in requirements.

Al systems can change in more subtle ways.
The project team may leave its own application code untouched while:
e the model provider introduces a new model version,
e the behavior of an external APl changes,
e thedistribution or quality of input data shifts,
e users develop new ways of prompting or interacting with the system,
e the solutionis applied to a new process,
e thevolume of usage increases,
e orthethreat landscape changes.

NIST therefore treats Al risk management as a lifecycle activity rather than a single evaluation step. Its Al
Risk Management Framework organizes risk work through the connected functions Govern, Map,
Measure, and Manage. These functions are intended to support recurring risk-related activities
throughout the design, development, deployment, use, and evaluation of Al systems.

The implication is important:
A system does not remain safe simply because it passed an earlier review.
Its risk profile depends on the current combination of model, data, users, context, controls, and

consequences.

New Risks Become Visible in Different Phases

Not every risk can be assessed with the same level of confidence at the beginning of an initiative.

During the discovery phase, the team may mainly understand the intended problem and expected
business value. At that point, detailed statements about model reliability or operational scalability may
still be based on assumptions.

During prototyping, the team gains evidence about data availability, technical feasibility, and initial
model performance. However, the system is usually tested with a limited dataset and in a controlled
environment.

During the pilot phase, risks related to real users, behavior, adoption, integration, security, and human
oversight become more visible.

During scaling, small weaknesses may become significant because they are repeated across more
users, decisions, processes, and data.

During operations, the organization must monitor whether the model, data, system performance, costs,
controls, and usage patterns continue to remain within acceptable boundaries.
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Al Project Phases and Stage Gates, in contrast to the allocated resources

The purpose of lifecycle risk management is not to predict every possible problem during discovery. It is
to make sure that the organization asks the right risk questions as soon as reliable evidence becomes
available.

Controls Can Lose Their Effectiveness

Risk management is not complete when a mitigation measure has been defined. The organization also
needs evidence that the measure works. Consider a project team that identifies hallucinations as a
modelrisk and introduces human review as a safeguard. During a limited pilot, every generated
response may be checked carefully by a small group of motivated users.

After rollout, the situation may change:
e users are under greater time pressure,
e the number of outputs increases,
e reviewers begin to trust the system,
e the review becomes a routine confirmation step,
e orresponsibility for checking the output becomes unclear.

The documented control still exists, but its practical effectiveness has declined.

The same problem may occur with:

e data-quality checks that are no longer performed,

e monitoring thresholds that were never updated,

o fallback procedures that have not been tested,

e training that does not reach new users,

e orsecurity reviews that do not cover later integrations.

NIST’s Al RMF Playbook therefore recommends regular monitoring for performance degradation,
unexpected behavior, near misses, attacks, and changing system impacts. It also recommends
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continuously monitoring the performance and trustworthiness of pre-trained models and third-party Al
components.

Risk controls must be monitored just like the Al system itself.

Continuous Risk Management Is Also a Regulatory Principle

The EU-AI Act reflects this lifecycle logic for high-risk Al systems.

Article 9 requires a risk management system for high-risk Al systems and defines it as a continuous,
iterative process that is planned and performed throughout the entire lifecycle. The process requires
regular systematic review and updating, as well as the identification, analysis, evaluation, and treatment
of risks.

This legal obligation applies specifically to systems classified as high-risk under the Al Act. It should
therefore not be presented as a legal requirement for every Al initiative.

However, the underlying management principle is useful far beyond the legally defined high-risk
category:

When the system, its context, or its potential impact changes, the risk assessment must be reviewed.

ISO/IEC 23894 follows a similar organizational perspective. It provides guidance for managing Al-
specific risks and integrating Al risk management into the activities and functions of organizations that
develop, deploy, provide, or use Al systems.

ISO/IEC 42001 further embeds Al governance in a management system that must be established,
maintained, and continually improved.

The common pattern across these frameworks is clear:

Al risk management is not an approval event. It is an operating capability.
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What Should Trigger a New Risk Review?

Continuous risk management does not mean that every risk must be reassessed every day. It means that
reviews are built into the lifecycle and triggered by meaningful changes.

A new or updated assessment should be performed when:
e theintended use case changes,

e the solutionisintroduced to a new department or user group,
more sensitive data is processed,

e the level of automation or autonomy increases,

e amodel, provider, prompt architecture, or major component changes,

e significant performance degradation or model drift is detected,

e asecurity incident, complaint, near miss, or harmful output occurs,

e legal or contractual requirements change,

e the system is scaled significantly,

e orthe organization considers renewing, expanding, restricting, or retiring the solution.

These triggers should be defined before the system reaches broad operational use. Otherwise, risk
reviews depend on individual awareness and may happen only after an incident.

Risk Decisions Need Current Evidence
A meaningful review should not only ask whether new risks have appeared.
It should also examine:
e whether the original assumptions are still valid,
o whether the probability orimpact of known risks has changed,
e whether mitigation measures were implemented,
e whetherthose measures are demonstrably effective,
e whether monitoring reveals unexpected behavior,
e whether users follow the intended procedures,
e and whether the remaining risk is still acceptable.
This makes residual risk especially important.

A mitigation measure rarely removes a risk completely. It reduces either its likelihood, its potential
impact, or both. The remaining exposure must still be understood and consciously accepted by
somebody with the authority to make that decision.

For example:

Human review reduces the risk of incorrect Al-generated customer responses, but it does not eliminate
it. The remaining risk depends on reviewer competence, workload, process design, traceability, and the
consequences of an undetected error.

The decision to continue should therefore be based on evidence, not on the existence of a controlin a
document.
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Continuous Does Not Mean Bureaucratic

The answer to dynamic Al risks is not to create a permanent approval process for every experiment. That
would replace one risk with another: the organization would become too slow to learn.

Risk management should be proportional to:
e the potentialimpact,
e the number of affected people,
e the sensitivity of the data,
e the autonomy of the system,
e the reversibility of possible harm,
e and the uncertainty surrounding the solution.

A low-impact internal prototype can operate with lightweight controls and rapid feedback. A solution
influencing employment decisions, legal rights, safety, or critical customer processes requires stronger
evidence, clearer accountability, and more formal reviews.

The objective is not maximum governance.
The objective is the right level of governance for the current level of exposure.
This is why Al projects need two complementary mechanisms:

e short, iterative learning cycles that reveal risks and test assumptions,

e and structured decision points that determine whether the evidence justifies increasing the
organization’s exposure.
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Combining Two Worlds: Agile and Stage-Gate Risk
Management

Al projects need structure, but they also need room for experimentation.

A purely plan-driven approach assumes that the team can understand the problem, define the solution,
predict its behavior, and identify most risks before development begins. This assumption is already
problematic for complex software projects. It becomes even less realistic when the project involves
uncertain data quality, probabilistic model behavior, changing providers, and users whose interaction
with the system cannot be predicted completely.

However, the opposite approach is equally problematic.

Allowing teams to experiment without clear boundaries, decision criteria, or organizational oversight can
gradually increase the organization’s exposure without anybody consciously deciding to accept that
additional risk.

Al projects therefore need to combine two different management approaches:
o Agile practices for learning and adaptation
e Stage gates for investment and risk decisions
These approaches do not compete with each other. They solve different problems.

Agile practices reduce uncertainty through learning. Stage gates control how much exposure the
organization accepts based on that learning.

Combining Two Worlds

Agile learning within the stages. Structured risk decisions at the gates.

o
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@ Agile iterations manage learning. Stage gates manage organizational exposure.

Combining Two Worlds
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Agile Practices Make Risks Visible

Agility is often presented primarily as a way to deliver faster.

In Al projects, its more important contribution may be that it enables teams to identify incorrect
assumptions and emerging risks before they become deeply embedded in the solution.

The principles behind the Agile Manifesto emphasize early and continuous delivery, frequent working

increments, collaboration with users, and adapting to changing requirements. These practices shorten
the time between making an assumption and receiving evidence about whether that assumption is valid.

For Al projects, this means:
e testing a model on real or representative data early,
e involving real users before the solution is broadly deployed,
e measuring output quality instead of relying on demonstrations,
e comparing the Al approach with existing or simpler alternatives,
e testing controls and human-oversight mechanisms,
e and adapting the use case when new risks become visible.

An agile approach does not remove uncertainty. It creates a mechanism through which uncertainty can
be transformed into evidence.

A team may initially assume that users will save time with an Al assistant. A small experiment may reveal
that users spend more time checking the generated output than they previously spent creating it
themselves.

The experiment has not failed. It has exposed a value and adoption risk before the organization invested
in a full rollout.

Similarly, a prototype may reveal that the available data is insufficient, that the model cannot reliably
distinguish important edge cases, or that users misunderstand the confidence of its recommendations.
Each of these findings allows the team to adapt the solution while the cost and impact of change are still
limited.

This is risk reduction through learning.

Stage Gates Control Increasing Exposure

Agile learning alone does not answer every management question.

A project team may be able to determine that a model performs reasonably well, users appreciate the
solution, and several important risks have been reduced. But the decision to provide additional funding,
connect production data, expand the user group, or allow the system to influence consequential
decisions often affects more than the project team.

These decisions require broader organizational accountability.
This is the purpose of stage gates.

A gate is not simply a meeting at which the team reports what it accomplished. In the Stage-Gate model,
gates are forward-looking decision points where managers assess whether a project merits additional
resources and continued investment.

Applied to Al projects, each gate represents a possible increase in organizational exposure.
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The next phase may involve:
e alarger budget,
e more employees and departments,
e realcustomeroremployee data,
e connections to production systems,
e ahigher level of automation,
e decisions with more serious consequences,
e orgreater dependence on an external model provider.
The gate should therefore not ask only:
“Did the team complete the activities of the previous phase?”
It should ask:
“Does the available evidence justify the investment and risk exposure of the next phase?”
That distinction prevents gates from becoming administrative checkpoints.

A gate is arisk and investment decision, not a phase-completion ceremony.

Be Agile Within the Stages and Evidence-Driven at the Gates
The combination can be summarized in one operating principle:

Be agile within the stages and evidence-driven at the gates.

Within each phase, the team works iteratively.

It develops small increments, tests assumptions, collects feedback, measures results, and adapts the
model, data, user experience, business process, or use case.

At the gate, the organization evaluates what has been learned.
The decision-makers examine:

e which assumptions were tested,

e whichrisks were discovered,

e whichrisks were reduced,

e which controls were implemented,

e whether those controls have proven effective,

e which uncertainties remain,

e and whether the residualrisk is acceptable for the next phase.
This creates two connected cycles.
The Learning Cycle
The project team repeatedly:

1. builds a limited increment,

2. testsitunderrealistic conditions,
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3. measures value, performance, and risks,
4. collects feedback,
5. and adapts the solution.
The Decision Cycle
At defined points, the responsible decision-makers:
1. review the accumulated evidence,
2. reassess the six risk domains,
3. compare the results with the gate criteria,
4. evaluate the remaining risk,
5. and decide how the initiative should continue.

This combination reflects the lifecycle-oriented logic of established Al risk frameworks. NIST’s Al Risk
Management Framework organizes risk management through the connected functions Govern, Map,
Measure, and Manage rather than treating risk assessment as a one-time activity. The functions connect
organizational governance with contextual understanding, risk measurement, prioritization, treatment,

and monitoring.

For high-risk Al systems, the EU Al Act similarly defines risk management as a continuous and iterative
lifecycle process requiring regular review and updating.

The proposed combination of agile cycles and stage gates translates this principle into the practical
execution of an Al initiative.
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What Evidence Should Be Reviewed?

A gate decision should not be based on the quality of the presentation or the confidence of the initiative
owner.

It should be based on evidence.

The exact evidence depends on the phase and risk profile, but it should cover four broad perspectives.

1. Value and Business Evidence
The team should demonstrate:
e thatthe problemisrelevant,
e thatusers need or benefit from the solution,
o thatAl offers an advantage over realistic alternatives,
o thatthe expected outcome is measurable,
e andthatthe business case remains viable.
Early evidence may consist of interviews, process data, problem validation, or a limited experiment.

Later evidence should include observed usage, measurable outcomes, operational costs, and
comparison against the previous process.

2. Data and Model Evidence
The team should demonstrate:
e thatsuitable data is available,
e thatrelevant data-quality problems are understood,
e thatmodel performance is measured under realistic conditions,
e thatimportant error types and limitations are known,
e andthat monitoring can detect deterioration or drift.
A single performance score is rarely enough.

The evidence must show how the model behaves in the situations that matter for the intended use case.

3. Security, Compliance, Ethics, and Trust Evidence
The team should demonstrate:
e thatdata protection and security requirements have been addressed,
e thattheintended useis legally and contractually acceptable,
e thatforeseeable unfair or harmful outcomes have been examined,
e thatappropriate human oversight exists,
e and that affected users understand the role and limitations of the Al system.

The required depth should be proportional to the potential impact of the system.

4. Operational and Adoption Evidence

The team should demonstrate:
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e thatthe solution can be integrated and operated reliably,
e thatownership and support responsibilities are clear,

e thatmonitoring and incident procedures exist,

e thatusers have been trained,

e andthatthe system s being used as intended.

A prototype can prove that a solution is technically possible.

It cannot by itself prove that the organization is ready to operate it.

More Than Go or Kill

Gate decisions should not be limited to a binary choice between continuing and terminating the
initiative.

Depending on the evidence, the decision may be:
e Go: The evidence justifies moving to the next phase.
e Rework: Important questions remain and additional learning is required.

e Restrict: The initiative may continue, but only within a defined use case, user group, dataset, or
level of autonomy.

e Pause: External conditions, missing resources, or unresolved dependencies preventa
responsible continuation.

e Kill: The expected value no longer justifies the risk or investment.
The restrict decision is particularly useful for Al projects.

A model may be reliable enough to assist trained experts but not reliable enough to communicate
directly with customers. An Al assistant may be acceptable for drafting internal content but not for
producing legally binding communication. A pilot may continue with anonymized data while the use of
personal data remains prohibited.

This allows the organization to preserve learning without prematurely accepting the risks of unrestricted

use.

Gates Should Become Stronger as Exposure Increases

Not every phase requires the same level of governance.

During discovery, the team should be able to explore an idea with limited effort and lightweight
documentation. Requiring production-level controls before the first experiment would make learning
unnecessarily slow.

As the initiative progresses, however, the potential impact increases.
A useful principle is:
The strength of the gate should increase with the organization’s exposure.
An early experiment may require:
e aclear problem statement,

e aninitial data check,
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e limited tool approval,
e and basic ethical and security boundaries.
A pilot involving real users and production data requires stronger evidence about:
e model performance,
e access controls,
e data protection,
e human oversight,
e usertraining,
e andincidentresponse.
A broad rollout requires:
e operational ownership,
e scalableinfrastructure,
e continuous monitoring,
e documented controls,
e support processes,
e and clear conditions for intervention or retirement.
The process therefore acts as a funnel.

Many ideas can enter the early phases at low cost. Only initiatives that generate convincing evidence
and manage their risks should receive the resources and permissions required for broader use.

This Is Not Waterfall
A staged process is sometimes immediately associated with waterfall development.
But phases and gates do not determine how the team performs the work inside a phase.

A waterfall process attempts to define and complete one type of work before moving to the next. The
approach described here allows continuous iteration inside every phase. Data, models, interfaces,
business processes, and risk controls may be developed and tested together.

The distinction is:
e Stages provide context and temporary objectives.
o lterations generate learning inside those stages.
e Gates evaluate whether the accumulated evidence justifies proceeding.

A team can run many experiments and development cycles before reaching a gate. It can also return to
an earlier assumption, change the use case, narrow the scope, or repeat parts of a phase when evidence
contradicts the original plan.

The process is therefore not designed to protect the plan.

Itis designed to protect the organization while allowing the solution to evolve.
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Structure Should Enable Innovation, Not Replace It
Poorly designed governance can become slow, political, and overly bureaucratic.
This happens when:

e gate criteria are unclear,

the same documentation is required for every initiative,

e decision-makers are not available,

teams prepare presentations instead of evidence,
e orcommittees review work without taking responsibility for decisions.
The purpose of the model is not to add as many controls as possible.

Itis to create enough structure so that teams can experiment safely and decision-makers can
consciously accept, reduce, or reject increasing exposure.

Well-designed guardrails create freedom.
Teams know:
e which tools and data they may use,
e which decisions require escalation,
e which evidence is expected,
e and where the non-negotiable boundaries lie.
Within those boundaries, they can move quickly.
This creates the balance that Al projects require:
Freedom to innovate within clear ethical and operational boundaries.
The next step is to turn this combination into a repeatable working cycle.
Iterate, Learn, Adapt, Decide
Combining agile practices with stage gates creates the overall structure for managing an Al initiative.
However, the structure only becomes useful when it changes how teams work and make decisions.

Inside each phase, the team should follow a repeatable cycle:
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Iterate. Learn. Adapt. Decide. Repeat.

This cycle turns uncertainty into evidence and evidence into decisions. Instead of attempting to predict
every requirement, risk, and system behavior upfront, the team builds limited increments, tests its
assumptions, evaluates the results, and adjusts the solution.

AGILITY MEETS STAGE GATES

Build small Al increments

Iterate -

Repeat [=] S
eciae

Adapt Learn

Go [ Rework [ Kill

: based on evidence
Adjust model, data, or design Evaluate risks, metrics, feedback

Iterate. Learn. Adapt. Decide. Repeat.
The cycle is not a miniature waterfall process.

The steps do not represent separate departments or long sequential work packages. They describe four
activities that may happen repeatedly within a few days, a sprint, an experiment, or an entire project
phase.

1. Iterate: Build the Smallest Increment That Can Produce Useful Evidence
An iteration should not be defined only by the functionality the team wants to deliver.
It should be defined by what the team wants to learn.
Before building the next increment, the team should identify:
e the assumption it wants to test,
e theriskitwants to understand or reduce,
e the evidence required to evaluate the result,
e the boundaries within which the experiment may operate,
e and the conditions under which the experiment must be stopped.

For example, a team developing an Al assistant for customer-service employees may want to test
whether the solution can generate useful draft responses.

The first iteration does not need to provide the assistant to every employee or connect it directly to
customer communication. A limited experiment may use:

e asmallgroup of trained employees,

e arestricted set of questions,
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e anonymized historical cases,

e human approval before any response is used,

e and predefined quality and safety criteria.
The purpose of the iteration is not to prove that the entire solution is ready.
Itis to answer a limited but important question under controlled conditions.

This approach reflects the agile principle of delivering working increments frequently and using feedback
to adapt the product. In an Al context, the increment should also be designed to reveal uncertainty and
test the most relevant risks.

Start with the Riskiest Assumptions

Not every assumption deserves equal attention. The team should begin with assumptions that combine:
e high uncertainty,
e high potential impact,
e and high relevance to the viability of the initiative.

These assumptions may concern different risk domains.

For example:
e Value: Will employees use the assistant for a real and frequent problem?
e Business: Does the saved time justify model, infrastructure, and review costs?
e Data:Is the available knowledge base complete and current enough?
e Model: Can the system produce reliable answers within the intended domain?
e Operations: Can responses, feedback, and incidents be monitored?

e Compliance and trust: Can sensitive information be protected, and do users understand the
system’s limitations?

Testing the easiest assumption first may produce quick progress, but it does not necessarily reduce the
most important uncertainty.

A polished user interface is of little value when the underlying data is unsuitable or the model cannot
meet the required quality threshold.

The objective of the iteration should therefore be:

Reduce the most dangerous uncertainty with the smallest responsible experiment.
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Iterations Need Guardrails
Small experiments are not automatically safe experiments.

Even an early prototype may expose confidential data, produce discriminatory output, create security
vulnerabilities, or influence real decisions.

The team should therefore define guardrails before the iteration begins.
Depending on the use case, these may include:

e using anonymized or synthetic data,

e restricting the experiment to a defined user group,

e prohibiting direct customer communication,

e requiring human review,

e excluding high-impact decisions,

e logging inputs and outputs,

e defining escalation procedures,

e and limiting the level of automation.

Guardrails allow the team to learn without exposing the organization to the full potential impact of an
unfinished solution.

They should be strict enough to control the current risk, but not so extensive that the experiment can no
longer produce meaningful evidence.

2. Learn: Evaluate Evidence, Not Demonstrations

An Al prototype can look impressive during a demonstration.

It can produce fluent text, recognize patterns, summarize documents, or generate convincing
recommendations. But a successful demonstration does not prove that the solution is reliable,
valuable, or ready for broader use.

Learning requires systematic evidence.
After an iteration, the team should compare:

e whatit expected to happen,

e whatactually happened,

e which assumptions were supported,

e which assumptions were contradicted,

e which newrisks became visible,

e and which questions remain unanswered.
The evidence should cover more than technical performance.
It may include:

e observed user behavior,

e task-completion times,

David Theil | Al Strategist 40



adoption and abandonment rates,
output-quality measurements,
false-positive and false-negative rates,
error types and edge cases,
human-review effort,

infrastructure and model costs,
security findings,

complaints or unexpected behavior,

and qualitative feedback from affected users.
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NIST’s Al Risk Management Framework distinguishes between understanding the context of an Al

system, measuring its risks, and managing those risks. It also emphasizes that the four functions —
Govern, Map, Measure, and Manage — are connected activities rather than a one-time checklist.

The cycle proposed in this handbook is not identical to the NIST model, but it translates the same
lifecycle logic into a practical project rhythm:

the iteration creates an opportunity to observe the system,

learning produces evidence,

adaptation treats the discovered risks,

and the decision determines the next responsible step.

Negative Evidence Is Still Progress

Teams often interpret a failed experiment as a project failure.

This creates pressure to present positive results and hide contradictory evidence. In the worst case, the

team gradually optimizes the presentation rather than the solution.

For risk management, negative evidence can be extremely valuable.

An experiment may show that:

users do not trust the output,

the model performs poorly for an important category,

human review eliminates the expected efficiency gain,

required data cannot be used legally,

the solution is too dependent on one provider,

or a simpler non-Al solution performs equally well.

These results may lead to rework, a restricted use case, or the termination of the initiative.

But they also prevent the organization from making a much larger investment based on incorrect

assumptions.

The purpose of an experiment is not to confirm the initiative. It is to improve the decision.
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Look Beyond Average Performance

Average metrics can hide significant risks.

A model may achieve a high overall success rate while performing poorly for:

a specific user group,
a particular language,
unusual but consequential cases,
new or changing data,

or situations in which an incorrect result has a particularly high impact.

The team should therefore examine not only the average result, but also:

where errors occur,

which errors matter most,
who is affected by them,
whether they can be detected,

and whether their consequences are reversible.

A model that produces an incorrect internal document summary may cause inconvenience.

A model thatincorrectly rejects a customer request, recommends a personnel action, or produces

unsafe technical advice may cause significantly greater harm.

Learning must therefore connect performance data with the intended context and consequences of use.

3. Adapt: Change More Than the Model

When an experiment reveals a weakness, the first reaction is often to improve the model.

The team may modify the prompt, change parameters, add more data, introduce retrieval-augmented

generation, or select another model.

These may be appropriate responses, but not every Al risk is a model problem.

The team may also need to adapt:

the intended use case,

the user group,

the underlying process,
the level of automation,
the available data,

the user interface,

the human-review process,
the business model,

the monitoring system,
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e orthe organizational responsibilities.

For example, a customer-service assistant may not be sufficiently reliable to send messages
autonomously.

That does not necessarily mean that the entire initiative has failed.
The team could adapt the solution so that it:

e drafts responses for trained employees,

e provides source references,

e highlights uncertain statements,

e escalates specific topics,

e oroperates only within a restricted knowledge domain.
The risk is not reduced by claiming that the model has improved.

Itis reduced when the entire system — including technology, process, users, responsibilities, and
controls — is redesigned so that the remaining risk becomes acceptable.

Adapt the Use Case When Necessary
Teams sometimes become attached to the original solution.

They continue optimizing a model even when the evidence suggests that the intended use case is
unsuitable.

Aresponsible adaptation may therefore include:

e narrowing the scope,

e reducingthe level of autonomy,

e changing from automation to augmentation,

e removing particularly sensitive decisions,

e changing the target user group,

e postponing the use of specific data,

e orreplacingthe Al approach with a simpler solution.
This is not a failure of agility.
Itis the purpose of agility.

Responding to evidence is more valuable than protecting the original plan. The Agile Manifesto explicitly
prioritizes responding to change over following a plan, and its principles call for regular reflection and
adjustment of team behavior.

Controls Must Also Be Tested and Adapted
The team should not only adapt the Al solution.
It should also adapt the controls around it.

Suppose the project relies on human review to prevent incorrect customer communication. The team
must examine whether:

e reviewers understand their responsibility,
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e they have enough time to perform the review,

e errors are easy to recognize,

e theinterface supports critical assessment,

e andthe review remains effective as usage increases.
When users approve nearly every output without careful inspection, the control exists only on paper.
In this case, adaptation may require:

e Dbettertraining,

e clearer source references,

e confidence indicators,

e mandatory escalation rules,

e sampling and quality reviews,

e oramore restricted use case.

A mitigation measure is itself an assumption until evidence shows that it works.

4. Decide: Convert Evidence into an Explicit Next Step

Every learning cycle should end with a decision.

Without a decision, experimentation can become endless. Teams continue improving the prototype
without clarifying whether the initiative should receive more investment, remain restricted, change
direction, or stop.

Decisions occur on two levels.

Decisions Within a Phase
The project team makes frequent operational decisions, such as:

e repeatthe experiment with improved data,
e testanotherusergroup,
e modify the prompt or model,
e add acontrol,
e narrow the scope,
e orinvestigate a newly identified risk.
These decisions help the team determine the next iteration.

They do not necessarily require a formal gate meeting, as long as the experiment stays within the agreed
scope, budget, data access, and risk boundaries.

Decisions at a Stage Gate
A stage-gate decision is required when the initiative is about to increase the organization’s exposure.
Examples include:

e receiving a larger budget,

e accessing production or personal data,
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e involving real customers,

e connecting to operational systems,

e expandingto additional departments,
e increasing the degree of automation,
e or moving into broad production use.

Stage-Gate guidance describes gates as forward-looking investment decisions at which an organization

determines whether and how it should continue committing resources.
For an Al initiative, the decision should therefore answer:

Does the accumulated evidence justify the investment, permissions, and risk exposure of the next step?

The Five Possible Decisions

A useful decision model contains more than Go and Kill.

Go
The evidence is sufficient to proceed within the defined conditions. Known risks have been reduced to
an acceptable level, required controls are in place, and ownership is clear.

Rework
The initiative remains promising, but important assumptions or controls require additional work. The
team receives a clear learning objective rather than a general instruction to “improve the solution.”

Restrict
The initiative may continue, but only within explicit boundaries. Restrictions may concern:

e the permitted user group,

e available data,

e intended tasks,

e level of automation,

e geographic region,

e model provider,

e ordecisions the system may influence.

Pause
The initiative cannot proceed responsibly under the current conditions. The organization may be waiting
for:

better data,

e regulatory clarification,
e infrastructure,

e contractual agreements,
e funding,

e orrequired expertise.
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Kill
The expected value no longer justifies the remaining risk and investment. A kill decision should not be
treated as an organizational failure. It may be the correct result of a successful learning process.

Every Decision Should State Its Conditions
A vague approval creates uncontrolled scope expansion. A gate should therefore not simply record:
“The pilot is approved.”

It should record:

e what exactly has been approved,

for which use case,

e forwhich users,

e with which data,

e under which controls,

e with which level of human oversight,
e which risks were accepted,

e who accepted them,

e and whatwould trigger a new review.

For example:

The assistant is approved for a three-month internal pilot with 20 trained customer-service employees. It
may generate draft responses based on the approved knowledge base. All responses require human
approval. Personal customer data must not be entered. Direct autonomous communication remains
prohibited.

This decision is far more useful than a simple Go.

It creates a clear operating boundary for the next iteration.

Repeat: Each Decision Creates the Next Learning Cycle

The decision does not end the process.

It determines the next question.

A Go decision opens a new phase with greater exposure and new risks.

A Rework decision defines the uncertainty that must be reduced.

A Restrict decision creates a controlled environment in which further evidence can be collected.

A Pause decision identifies the conditions required before work can resume.

A Kill decision should capture the learning so that future initiatives do not repeat the same assumptions.
This is why the model forms a loop:

Iterate to produce evidence.
Learn from the observed results.
Adapt the complete system.
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Decide whether and how to continue.
Then repeat.

A practical record for each cycle can remain simple:

Element Question

Assumption What do we currently believe?

Risk What could make this assumption wrong or harmful?
Experiment How will we test it safely?

Evidence What did we observe?

Adaptation  What must change?

Decision What is the next responsible step?

Owner Who is accountable for the action or accepted risk?

Review trigger When must the decision be reconsidered?

This structure creates traceability without turning every experiment into a large governance exercise.

It also prepares the foundation for later Decision Records, which document major choices, accepted
risks, alternatives, and consequences.

The Focus of the Cycle Changes Across the Lifecycle
The cycle remains the same throughout the project:
Iterate, Learn, Adapt, Decide.

But its focus changes.

During discovery, it primarily tests whether the problem and opportunity justify an Al initiative.

During prototyping, it examines data availability, model behavior, and technical feasibility.

During the pilot, it evaluates real-user behavior, controls, operational integration, and measurable
value.

During scaling, it tests whether the solution and its safeguards remain effective under broader usage.
During operations, it monitors whether the system continues to perform within its approved boundaries.

The next section examines how the risk profile and required evidence change across these phases.
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How Risk Changes Across the Al Project Lifecycle

The six risk domains remain relevant throughout the entire Al project lifecycle. However, their
importance, visibility, and potential impact change as the initiative progresses.

During discovery, most risks are still assumptions. The organization is primarily at risk of investing time
in the wrong problem or pursuing an Al approach that creates no meaningful advantage.

During prototyping, data and model risks become measurable.

During a pilot, the system encounters real users, real processes, and real operating conditions.

During scaling, weaknesses that were manageable in a controlled environment may affect a much
larger number of people, decisions, and business processes.

Finally, during operations, the organization must manage changes that occur after the original project
team has completed its work.

The lifecycle therefore does not create six entirely different risk profiles.
Instead, it changes:

e which risks can be evaluated,

e howreliable the available evidence is,

e how many people and systems are exposed,

e howdifficult failures are to reverse,

e and how strong the required controls need to be.

NIST makes a similar distinction across the Al lifecycle. Its Al Risk Management Framework associates
development with model validation and assessment, deployment with production integration and
testing, and operations with ongoing monitoring, updates, incident tracking, and response. Human
factors and impact-assessment activities extend across all of these stages.

The practical implication is:

Risk management must mature at the same speed as the Al solution and the organization’s exposure.
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1. Discovery: Is This the Right Problem for Al?

The discovery phase begins with an opportunity, a problem, or an idea.

At this point, the organization has usually invested only limited time and resources. The potential direct
harm is also relatively low because no operational Al system exists yet.

But early decisions can still create significant downstream risk.
The dominant risks during discovery are:
e value and adoption risks,
e strategic alignmentrisks,
e initial business viability risks,
e and high-level compliance or ethical concerns.
The first question should therefore not be:
“Which model should we use?”
It should be:

“Is this a relevant problem, and does using Al create a meaningful advantage?”

Teams should examine:
e who experiences the problem,
e howimportant and frequentitis,
e which outcome should improve,
e howthe problem is currently handled,
e whether a simpler solution could solve it,

e and what would need to be true for the Al initiative to create value.

The intended purpose and context should already be made explicit. NIST’s Map function emphasizes
documenting the intended purpose, beneficial uses, applicable requirements, and the context in which
the Al system may be deployed.

This is also the right time to identify obvious exclusion criteria.

Examples include:
e ause case that conflicts with company values,
e unavailable or legally unusable data,
e consequences that cannot be responsibly controlled,
e aprohibited use under applicable law,
e oran expected benefit that does not justify the likely cost.

A discovery phase should be inexpensive enough to allow exploration.
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But it should still prevent the organization from investing in ideas that are fundamentally unsuitable.

Dominant risk question

Are we pursuing a relevant and responsible opportunity, or are we applying Al because the technology is
available?

2. Scoping: What Exactly Are We Agreeing to Build and Test?

Once an opportunity appears promising, the initiative moves from a broad idea to a defined use case.
This transition changes the risk profile.

The organization now begins to make more specific commitments about:

e theintended users,

the supported tasks,

e therequired data,

e the model or provider,
e the business process,
e the expected outcome,

and the boundaries of the solution.

A vague use case creates vague risks.
For example, the description:

“We want to use Al in customer service”
is too broad to assess meaningfully.

A more useful scope would define:

“The system will help trained customer-service employees draft responses to frequently asked
questions based exclusively on an approved internal knowledge base. All responses require human
review before they are sent.”

This scope makes several risk characteristics visible:
o The Al augments employees rather than replacing them.
e Itoperates within a restricted knowledge domain.
e |tdoes not communicate autonomously.
e Human approval remains mandatory.
e Theusergroup is known.
e The permitted data can be defined.
During scoping, all six risk domains should receive an initial assessment:
e |sthe expected value measurable?
e |sthe business case plausible?

e |ssuitable data available?
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e Arethe expected model capabilities realistic?

e Canthe solution be integrated and operated?

e Which legal, ethical, security, and trust requirements apply?
This is also the phase in which the organization should define:

e risk ownership,

e acceptable operating boundaries,

e initial performance expectations,

e prohibited uses,

e escalationrules,

e and criteria for the prototype.

The risk assessment remains preliminary. The team does not yet have enough evidence to prove that the
system works.

But it should know which assumptions are most dangerous to be wrong about.
Dominant risk question

Is the use case defined precisely enough to test its value, feasibility, and risks responsibly?

3. Prototyping: Can the Core Assumptions Survive Contact with Reality?
The prototype phase changes the nature of the discussion.
Until this point, many claims were hypotheses:

e The necessary datais available.

e The modelwill be capable enough.

e The expected performance is realistic.

e The solution can be integrated.

e The risk controls will work.
A prototype creates the first opportunity to test these assumptions directly.
The dominant risk focus moves toward:

e data quality and availability,

e model and algorithm behavior,

e technicalfeasibility,

e provider dependencies,

e initial security controls,

e and early evidence of value.

The team should test the system under controlled but realistic conditions.
This may involve:

e representative datasets,
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e known edge cases,

e adversarial or unexpected inputs,

e comparison with the current process,

o different user groups,

e and failure scenarios.
The objective is not to produce a polished demonstration.
Itis to discover:

e where the model performs well,

e where itfails,

e which errors matter,

e whethererrors can be detected,

e whether the available data is suitable,

e and whether the proposed controls reduce the relevant risks.

IST recommends defining acceptable performance limits — including the distribution of errors — and
establishing corrective actions when a system operates outside those limits. It also emphasizes that
measurement techniques must evolve as Al systems and measurement methods change.

This is important because average performance alone can be misleading.
A system may perform well overall while failing consistently for:

e aspecific language,

e aparticular customer group,

e rare but high-impact cases,

e orinputs outside the original dataset.
The prototype should also reveal architectural and provider risks:

e Canthe model be replaced?

e Canits output be logged?

e Canthe organization control how data is processed?

o What happens when the external service is unavailable?

e Arethe costs realistic under expected usage?

e Cantheteamreproduce and investigate problematic outputs?

At the end of prototyping, the organization should understand the system’s basic capabilities and
limitations much better.

It still does not know whether the system will work reliably in the organization.
That requires a pilot.

Dominant risk question
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Does the prototype provide credible evidence that the core value, data, model, and technical
assumptions are viable?

4. Pilot: Does the Complete System Work with Real Users?

A pilotis not merely a larger prototype. It introduces a different source of uncertainty: the real operating
context. The system is now used by real people, within real processes, under realistic time pressure and
organizational conditions.

This makes several risks visible that are difficult to evaluate in a laboratory:
e whether users understand the system,
e whetherthey use it as intended,
e whether human oversight works,
e whether the solution fits the business process,
e whether the expected value appears in practice,
e and whether operational controls remain effective.
The dominant risk focus expands toward:
e adoption and user behavior,
e calibrated trust,
e process integration,
e operationalreliability,
e security and privacy,
e practical human oversight,
e and measurable business outcomes.
Consider a control requiring employees to review every Al-generated response.
On paper, this may appear sufficient.
The pilot may reveal that:
e employees do not have enough time,
e theinterface makes errors difficult to detect,
e users assume that fluent responses are correct,
e responsibilities are unclear,
e orreviewers approve almost every output automatically.
The technical control exists, but the socio-technical system does not work as intended.

This is why NIST places system validation, production integration, user experience, and compliance
testing in the deployment portion of the Al lifecycle. It also treats human factors as relevant throughout
the lifecycle rather than as a late change-management concern.

A pilot should therefore test the complete system:

e the model,
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e the data,

e theinterface,

e theusers,

e the process,

e the controls,

e the support structure,

e and the organizational responsibilities.
The pilot should remain deliberately restricted.
Possible boundaries include:

e alimited number of users,

e onedepartment,

e adefined dataset,

e selected use cases,

e mandatory human approval,

e and afixed duration.

These restrictions reduce exposure while allowing the organization to collect realistic evidence.

Dominant risk question

Does the Al solution create measurable value and remain controllable under real operating
conditions?

5. Scaling and Rollout: Will the Solution and Its Controls Survive Growth?
A successful pilot does not automatically justify a broad rollout.
Scaling changes the risk profile again.
The organization may now expose:

e more users,

e more departments,

e more diverse data,

e additionalregions,

e higher transaction volumes,

e more consequential decisions,

e and a larger part of its reputation and operations.
Even a small error rate can become significant when repeated at scale.

A weakness affecting one out of every thousand cases may appear negligible in a pilot involving 100
interactions. At one million interactions, the same weakness may affect approximately 1,000 cases.

Scaling therefore magnifies both value and harm.
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operational resilience,
scalability and performance,
cumulative error impact,

cost development,

consistent user training,
governance across departments,
monitoring coverage,

support and incident response,

and compliance across different contexts.
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The organization should also examine whether the original pilot population was representative.

A system tested with a small group of highly motivated and well-trained users may behave differently
when introduced to:

less experienced employees,
other languages,

different processes,

new customer groups,

or departments with different incentives.

Controls must scale together with the solution.

For example:

Can human review still be performed at the expected volume?
Canincidents be detected across all departments?

Do all users receive the necessary training?

Is ownership still clear?

Can support teams respond quickly?

Can changes to prompts, data, or models be controlled?

Are operating costs still consistent with the business case?

This phase also requires a stronger distinction between local and organizational ownership.

A pilot team may have solved problems informally. A scaled system requires documented
responsibilities, repeatable processes, and durable operational capabilities.

NIST’s Manage function explicitly includes determining whether an Al system achieves its intended

purpose and whether its development or deployment should proceed.

The rollout decision should therefore not be based only on whether the pilot was successful.

It should ask whether the solution, controls, governance, and operating model are ready for the next

level of exposure.

David Theil | Al Strategist 55


https://airc.nist.gov/airmf-resources/playbook/manage

HOW TO MANAGE RISKS IN Al PROJECTS

Dominant risk question

Can the organization scale the value of the Al solution without scaling its weaknesses beyond an
acceptable level?

6. Monitoring and Operations: Does the System Remain Within Its
Approved Boundaries?
The risk-management process does not end when the system goes live.
In many ways, operations reveal the most important long-term risks.
The production environment changes continuously:

e inputdata changes,

e user behavior changes,

e business processes evolve,

e providers update their models,

e new vulnerabilities appear,

e operating costs change,

e and the system may gradually be used beyond its original purpose.
The dominant operational risks include:

e model and data drift,

e performance degradation,

e unexpected system behavior,

e security incidents,

e provider changes,

e costescalation,

e ineffective controls,

e use-case expansion,

e andoutdated legal or organizational assumptions.
The organization must monitor both the Al system and the surrounding operating model.
This includes questions such as:

e Doesthe system still achieve its intended purpose?

e Areerror patterns changing?

e Arecertain groups or cases affected differently?

e Areusers still applying the required oversight?

e Areincidents and near misses being reported?

e Areinputs and outputs changing?

e Arecosts developing as expected?

David Theil | Al Strategist 56



HOW TO MANAGE RISKS IN Al PROJECTS

e Have providers, contracts, models, or regulations changed?
e |sthe system being used for tasks that were never approved?

For high-risk Al systems, the EU Al Act requires risk management to operate as a continuous, iterative
process throughout the system lifecycle. It includes assessing risks arising from intended use,
reasonably foreseeable misuse, and data collected through post-market monitoring.

Article 72 further requires providers of high-risk Al systems to establish a proportionate post-market
monitoring system that actively and systematically collects, documents, and analyses performance
data throughout the system’s lifetime.

These legal requirements apply specifically to high-risk Al systems as defined by the Act. However, the
underlying operating principle is valuable for Al systems more broadly:

A system that was acceptable at launch may not remain acceptable indefinitely.
Operations must therefore include clear intervention options:
e recalibrate,
e retrain,
e replace the model,
e change the process,
e strengthen controls,
e restrict usage,
e suspend the system,
e orretireit.
Continuing to operate an Al system should itself be an explicit and periodically reviewed decision.
Dominant risk question
Does the system continue to deliver value and operate safely within the conditions under which it was
approved?
The Risk Focus Shifts, but No Risk Domain Disappears

The lifecycle model should not be interpreted as a handover in which one risk category ends and another
begins.

Value risk does not disappear after discovery.
Data risk does not disappear after prototyping.
Compliance risk does not begin shortly before rollout.
Operational risk does not begin only after deployment.
All six domains remain relevant throughout the lifecycle.
What changes is:

e the amount of available evidence,

e the level of organizational exposure,

e the reliability of the controls,
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e andthe consequences of an incorrect decision.

The following summary shows the dominant focus of each phase:
Phase Dominant risk focus Main management question
Discovery Value, relevance, strategic and ethical fit Should we pursue this opportunity?

. Boundaries, feasibility, ownership and initial risk . .
Scoping o Can we test this use case responsibly?
classification

. . Does the solution work under controlled
Prototyping Data, model, technology and core assumptions

conditions?
Pilot Users, adoption, controls and real-world Does the complete system work in
ilo
operation practice?
. Reach, resilience, governance and cumulative
Scaling Can value and controls scale together?

impact
Operations Drift, incidents, changes and ongoing viability Does the system remain acceptable?

This phase-based view is a practical application of lifecycle-oriented Al risk management. It is
consistent with ISO/IEC 23894’s objective of integrating Al-specific risk management into organizational
activities and ISO/IEC 42001’s requirement to establish, maintain, and continually improve an Al
management system.

It also corresponds to the six-phase project and stage-gate structure developed in this handbook.
Understanding how the risk profile changes is the first step.
The next question is more concrete:

What evidence should the team present before the organization accepts the exposure of the next phase?
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Evidence Required at Each Stage Gate

A stage gate should not be a status meeting in which the project team presents completed activities.
Its purpose is to make a forward-looking decision:

Does the available evidence justify the investment, permissions, and organizational exposure of the next
phase?

This distinction matters.

Stage-Gate guidance describes gates as decision points at which the organization determines whether
and how it should continue investing resources. They are not intended to be retrospective project
updates.

For an Al initiative, this means that completing the planned tasks is not enough.
The team may have:
e built a prototype,
e organized userinterviews,
e performed a security review,
e orcreated arisk register.
But the gate should evaluate what these activities have demonstrated.
A completed test is an activity.
A test result showing that the model operates within an agreed error threshold is evidence.
A documented human-review process is a control.

Observed data showing that reviewers detect important errors under realistic working conditions is
evidence that the control may actually work.

The gate should therefore focus on claims and evidence rather than tasks and documents.

The Evidence Must Match the Current Exposure

Not every stage gate requires production-level evidence.

During discovery, the organization cannot reasonably expect long-term operating data from a system
that does not yet exist. During prototyping, it may be impossible to prove how thousands of employees
will behave after rollout.

The evidence should mature together with the initiative.
Early gates primarily evaluate:

e therelevance of the problem,

o the plausibility of the opportunity,

o theinitial risk profile,

e and whether further exploration is justified.
Later gates require stronger evidence about:

e model performance,
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e data quality,
e user behavior,
e security,
e human oversight,
e operationalresilience,
e scalability,
e and long-term viability.
This follows the same principle as proportional risk management:

The strength of the required evidence should increase with the potential impact and organizational
exposure of the next phase.

NIST’s Al Risk Management Framework supports tailoring risk-management activities to the
organization, use case, and context. Its Playbook explicitly states that it is not a checklist that must be
followed in its entirety; organizations should select and adapt the practices relevant to their situation.

A low-impact internal experiment should not require the same documentation and assurance as a
system that influences employment, safety, legal rights, or customer decisions.

However, every gate should still make the next increase in exposure explicit.
What an Evidence Package Should Contain
The evidence package presented at a gate does not need to be a large report.
It should provide enough information for decision-makers to understand:

1. What the initiative currently claims

2. Which assumptions were tested

3. What evidence was collected

4. Which risks remain

5. Which controls are in place

6. Whether those controls have been tested

7. What additional exposure the next phase creates

8. Who owns the remaining risks

9. Under which conditions the initiative may continue

10. What would trigger a new review
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A compact evidence package could contain:

Element Purpose

Intended use and current scope Clarifies what is—and is not—being assessed
Key claims and assumptions Makes the initiative’s logic explicit

Experiment and evaluation results Shows what has actually been learned
Six-domain risk assessment Creates a complete view of the current risks
Implemented controls Shows how risks are being treated
Control-effectiveness evidence Demonstrates whether controls work in practice
Residual risks Shows which risks remain after treatment
Proposed next-phase boundaries Defines the requested increase in exposure
Owners and accountabilities Clarifies who accepts and manages each risk
Review and stop triggers Defines when the decision must be reconsidered

The package should support the decision.

It should not bury the decision-makers under documentation.

Gate 1: Discovery and Opportunity Gate

The first gate determines whether an idea deserves further exploration.

At this point, the organization should not expect technical proof that the full solution works. However, it
should require evidence that the opportunity is relevant enough to justify additional effort.

Required evidence
The initiative should demonstrate:
e aclearly defined user or business problem,
e evidence that the problem actually exists,
e theusers or stakeholders affected,
e the expected outcome,
e alignment with organizational objectives,
e aninitial explanation of why Al may be useful,
e consideration of simpler non-Al alternatives,
e preliminary data availability,
e aninitial view of possible ethical, legal, and security concerns,
e andanamed sponsor or accountable initiative owner.
Problem evidence may include:

e processdata,
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e userinterviews,

e complaints,

e waiting times,

e errorrates,

e manual effort,

e lostopportunities,

e orotherindicators of a meaningful need.
The objective is not to prove that the proposed Al solution is correct.
Itis to demonstrate that the problem is worth investigating.

NIST’s Al RMF states that Al actors share responsibility for determining whether Al is an appropriate or
necessary tool for a particular context.

Key gate question

Is the problem relevant enough, and is an Al approach plausible and responsible enough, to justify
a structured scoping phase?

Possible decision
e Go: Explore and define the use case.
o Rework: Gather stronger problem or stakeholder evidence.
e Restrict: Explore only a limited or lower-risk version of the idea.

e Kill: The problem is notimportant, the Al approach offers no clear advantage, or fundamental
constraints make the initiative unsuitable.

Gate 2: Scoping and Responsible-Experiment Gate

The second gate determines whether the use case has been defined precisely enough to begin technical
experimentation.

A broad ambition such as “use Al to improve customer service” is not sufficient.
The organization needs to know:

e who will use the system,

e forwhich tasks,

e with which data,

e within which process,

e under which restrictions,

e and with what expected consequences.
Required evidence
The initiative should provide:

e apreciseintended-use statement,

o explicitly excluded or prohibited uses,
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clearly defined users and affected stakeholders,
a process and system-context description,

an initial assessment across all six risk domains,
preliminary data classification and usage rights,
expected model or provider dependencies,
measurable success criteria,

acceptable performance and error boundaries,
an initial business case,

required skills, budget, and infrastructure,
clearrisk and decision ownership,

planned prototype experiments,

and the guardrails under which those experiments may operate.

Examples of prototype guardrails include:

using anonymized or synthetic data,
restricting access to a small trained team,
prohibiting direct customer communication,
requiring human review,

logging all interactions,

and excluding high-impact decisions.

NIST’s Govern function emphasizes that roles, responsibilities, authority, and communication lines for
Al risk management should be documented and clear.

Key gate question

Is the use case defined clearly enough, and are the initial boundaries strong enough, to test the

most critical assumptions responsibly?

Possible decision

Go: Begin the prototype under the approved boundaries.

Rework: Clarify scope, evidence criteria, data, or ownership.

Restrict: Permit only selected experiments or datasets.

Pause: Wait for contracts, data access, expertise, or regulatory clarification.

Kill: The use case cannot be tested responsibly or does not support a credible business case.

Gate 3: Prototype and Proof-of-Concept Gate

The prototype gate evaluates whether the initiative’s core assumptions have survived technical testing.

The team should not be rewarded merely for building something that looks impressive in a

demonstration.
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The question is whether the prototype provides credible evidence about:

value,

data suitability,
model behavior,
technical feasibility,

and important limitations.

Required evidence

The initiative should demonstrate:

The model evidence should go beyond one average performance score.

a working prototype,

use of sufficiently representative test data,
documented data-quality findings,

measured model performance,

relevant error distributions,

tests of important edge cases,

comparison with the current process or a realistic baseline,
early feedback from intended users,

preliminary infrastructure and usage costs,
identified provider and architecture dependencies,
initial security and privacy tests,

documented model limitations,

and evidence about whether the proposed controls work.

It should explain:

which types of errors occur,
where they occur,

who may be affected,

how harmful they could be,
whether they can be detected,

and whether they are reversible.

NIST’s Al RMF Core connects measurement with documented metrics, testing, evaluation, and

assessment of whether an Al system performs within its intended context.

Key gate question

Does the prototype provide sufficient evidence that the initiative is technically feasible, potentially
valuable, and safe enough to test with real users under controlled conditions?

David Theil | Al Strategist 64


https://airc.nist.gov/airmf-resources/airmf/5-sec-core/

HOW TO MANAGE RISKS IN Al PROJECTS

Possible decision

Go: Begin a restricted pilot.

Rework: Improve data, model performance, architecture, or controls.
Restrict: Pilot only low-impact tasks or selected user groups.

Pause: Wait for better models, infrastructure, data, or vendor conditions.

Kill: Core assumptions have been disproved or the remaining risk is disproportionate to the
expected value.

Gate 4: Pilot and Real-World Validation Gate

The pilot gate evaluates whether the complete socio-technical system works in practice.

A model that performs well in a controlled test may behave differently when introduced into:

real workflows,

time pressure,
incomplete data,
organizational incentives,

and human decision-making.

The pilot must therefore evaluate more than the Al component.

It must evaluate the model, data, users, process, controls, responsibilities, and operating environment
together.

Required evidence

The initiative should demonstrate:

use by a defined group of real users,
measurable improvement over the previous process,
observed adoption and usage behavior,
output-quality results under real conditions,
documented incidents and near misses,
observed human-review behavior,

evidence that oversight controls are effective,
privacy and security results,

user understanding of system limitations,
operational logging and monitoring,

support and escalation procedures,

actual operating and review costs,

updated risks across all six domains,

and a clear assessment of residual risk.
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The organization should specifically ask whether users:

rely on the system too strongly,
bypass required controls,

use it outside the intended purpose,
enter inappropriate data,

or avoid it because it does not fit their work.

For high-risk Al systems, the EU Al Act requires effective human oversight that enables people to
understand the system’s capabilities and limitations, interpret its output, intervene, and stop its use

when necessary.

The detailed legal obligations apply to high-risk Al systems, but the principle is valuable for Al projects

more broadly: oversight should be demonstrated in practice, not merely documented.

Key gate question

Does the complete Al-enabled work system deliver measurable value and remain controllable

under realistic operating conditions?

Possible decision

Go: Prepare a controlled rollout.

Rework: Improve workflow, training, interface, model, or controls.
Restrict: Continue the pilot within narrow boundaries.

Pause: Resolve operational, legal, security, or business dependencies.

Kill: The system creates insufficient value or cannot be operated within acceptable risk
boundaries.
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Gate 5: Scaling and Rollout Gate

The rollout gate determines whether the organization is ready to increase the reach and consequences
of the Al solution.

A successful pilot provides evidence about one controlled environment.
It does not automatically prove that:

e other departments will achieve the same outcome,

e controls will remain effective at higher volume,

e infrastructure will remain reliable,

e users will receive consistent training,

e orcosts will remain economically viable.
Scaling changes the magnitude of both benefits and risks.
Required evidence
The initiative should demonstrate:

e repeatable value in the pilot environment,

e arolloutscope and sequence,

e validated infrastructure capacity,

e realistic cost projections at scale,

e scalable logging and monitoring,

e incident and escalation processes,

e model and provider fallback options,

e clear operational ownership,

e support and maintenance capacity,

e training and user-enablement plans,

e change-management and communication measures,

e access-control and data-governance arrangements,

e compliance documentation appropriate to the use case,

e tested business-continuity or rollback procedures,

e and defined conditions for restricting or suspending the system.
The team should also demonstrate that controls can scale.
A human-review mechanism that works for 100 outputs per week may not work for 100,000.
The same is true for:

e manualincident analysis,

e useronboarding,

e data-quality reviews,
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e model evaluations,
e andapproval processes.

ISO/IEC 42001 frames responsible Al governance as an organizational management system that must
be established, implemented, maintained, and continually improved rather than as a one-time project
activity.

Key gate question

Can the organization scale the solution, its controls, and its operating model without increasing
residual risk beyond an acceptable level?

Possible decision
e Go: Rolloutaccording to the approved sequence and boundaries.
e Rework: Strengthen operations, monitoring, training, or resilience.
e Restrict: Roll out only to selected teams, processes, or regions.
e Pause: Resolve scalability, cost, staffing, or compliance concerns.

e Kill: The solution cannot be operated sustainably or responsibly at scale.

Gate 6: Operational Review and Renewal Gate
The final gate is not a one-time approval at the end of the rollout.
Itis arecurring decision during operations.
The organization must repeatedly determine whether the Al system:
e continues to deliver value,
e remains within its approved operating boundaries,
e and still has an acceptable risk profile.
Required evidence
Operational reviews should include:
e current performance metrics,
e changesin error patterns,
e model and data-drift indicators,
e incidents and near misses,
e user complaints and feedback,
e usage outside the approved purpose,
e human-oversight effectiveness,
e security findings,
e changes to providers or model versions,
e operating and monitoring costs,

e current adoption and business outcomes,
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e changesin legal or organizational context,
e and the status of all major residual risks.
The system should also be reviewed after meaningful events such as:
e aprovider model update,
e asignificantincident,
e introduction to a new department,
e processing of more sensitive data,
e increased autonomy,
e orachange in the decisions the system influences.

For high-risk Al systems, Article 72 of the EU Al Act requires proportionate post-market monitoring that
actively and systematically collects, documents, and analyses relevant performance data throughout
the system’s lifetime.

Although this obligation applies specifically to high-risk systems, the underlying principle is broadly
useful:

Operational approval must be renewed through current evidence.
Key gate question

Does the Al system still deliver sufficient value and remain acceptable under its current operating
conditions?

Possible decision
e Continue: Maintain the current approved use.
e Improve: Adapt model, process, data, or controls.
e Expand: Broaden the use only after assessing the new context.
e Restrict: Reduce users, tasks, data, or autonomy.
e Suspend: Stop operation while an issue is investigated.

e Retire: Decommission the system because value, viability, or trustworthiness is no longer
sufficient.
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The Evidence Should Become Stronger, Not Merely Larger
As the initiative moves through the lifecycle, the evidence package will usually grow.
But quantity is not the objective.

A large folder containing policies, test reports, slides, and meeting minutes can still fail to answer the
essential question:

What do we now know that justifies accepting the next level of exposure?
Strong evidence is:

e relevantto the decision,

e connected to an explicit claim or risk,

e generated under realistic conditions,

e understandable to the decision-makers,

e and current enough to reflect the system being approved.
Weak evidence includes:

e demonstrations without systematic testing,

e userinterest without observed usage,

e controls without proof of effectiveness,

e average performance without error analysis,

o riskregisters that have not been updated,

e and approvals whose conditions are not documented.
The gate should therefore conclude with a clear decision record.
It should state:

e whatwas approved,

e which evidence supported the decision,

e which risks were accepted,

e who accepted them,

e which restrictions apply,

e and what would trigger a new review.

This creates the link between evidence, accountability, and traceability.

The next section examines who should provide that accountability and how risk ownership should be
distributed across the organization.
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Governance: Who Owns Which Risks?

Al risk management requires contributions from many different roles.

Business representatives understand the intended value and operational context. Data specialists
understand the available data and its limitations. Engineers and data scientists understand the
technology and model behavior. Legal, privacy, security, ethics, and employee-representation functions
understand specialized constraints and potential impacts.

However, cross-functional involvement creates a common governance problem:
When everybody is involved, nobody may feel accountable.

A project team may assume that Legal owns compliance risk. Legal may assume that the business
owner remains responsible for the use case. Security may approve the technical architecture without
assessing whether the solution is being used appropriately. The steering committee may believe that the
initiative team has already resolved all material risks.

This creates shared participation but fragmented accountability.
Good Al governance must therefore answer four different questions:
1. Who identifies and assesses the risk?
2. Who s responsible for treating and monitoring it?
3. Who has the authority to accept the residual risk?
4. Who can stop or restrict the system when conditions change?

These are not necessarily the same person.

Shared Responsibility Does Not Mean Shared Accountability
Al risks are interconnected, but each material risk still needs a named owner.
A risk owner should have:
o sufficient knowledge to understand the risk,
e the authority to coordinate mitigation measures,
e access totherequired resources,
e responsibility for monitoring the risk,
e and a clear escalation path when the risk exceeds agreed boundaries.
The owner does not need to perform every control personally.

For example, a business owner may own the risk that an Al assistant provides incorrect information to
customers. Technical teams may improve the model, data teams may improve the knowledge base,
security teams may monitor misuse, and customer-service managers may implement human review.

But somebody must remain accountable for ensuring that these measures collectively reduce the
business risk.

The phrase:
“The project team owns the risk”

is usually too vague.
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Which member of the team monitors it? Who can approve additional mitigation work? Who reports a
threshold breach? Who decides whether the remaining risk is acceptable?

If these questions cannot be answered, the risk does not have a real owner.

NIST’s Al Risk Management Framework therefore emphasizes that organizations need explicit
accountability mechanisms, clearly differentiated roles and responsibilities, appropriate incentives, and
commitment from senior leadership. Its Govern function also recommends policies that distinguish the
roles of people who build, use, monitor, and oversee Al systems.

Groups and Stakeholders in an Al Risk Management System

Key actors who shape decisions, controls, and responsible Al adoption

4. Legal, Privacy & Security

* Assess regulatory obligations

* Protect data and systems

* Define non-negotiable boundaries
* Review incidents and controls
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Al Risk
Management System
[ ]

Coordinates governance,
evidence, controls, and

)/‘
| &
lifecycle decisions.

6 1. Executive Sponsors & 2. Al Steering Group 3. Initiative Owners & h
O l:( Business Owners OO’) = = Project Teams
* Reviews material risks
Q * Set strategic direction CﬂD * Approves stage-gate decisions  Drive use cases and experiments

* Provide funding and sponsorship * Aligns governance standards * Prepare evidence packages

* Accept business exposure * Escalates or stops initiatives * Implement controls

« Decide on priorities ° * Coordinate delivery .
i

5. Data, Model &
Technology Experts

* Evaluate data quality
* Assess model behavior

* Design architecture and monitoring
* Support technical risk decisions

6. Operations, HR & Training

* Prepare rollout and support

* Train users and overseers

* Monitor adoption and usage

* Maintain operational readiness
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7. Users, Employee Representatives &
Affected Stakeholders

* Provide feedback from practice

« Highlight trust and fairness concerns

« Surface workflow and oversight issues

* Reveal unintended impacts )

Principle: Al risk management works only when responsibilities are shared, /7 8\
accountability is explicit, and evidence flows across the system. 8 «— COJ

Groups and Stakeholders in an Al Risk Management System

Separate Risk Ownership, Control Ownership, and Decision Authority

Three governance roles should be distinguished.

1. Risk Owner
The risk owner is accountable for managing a specific risk.
The risk owner should:

e understand the cause and potential impact,

e coordinate treatment measures,

e monitorindicators and incidents,

e keeptherisk assessment current,

e and escalate when the exposure becomes unacceptable.

2. Control Owner
The control owner is responsible for operating a specific safeguard.
Examples include:

e maintaining an access-control system,
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e performing data-quality checks,

e reviewing Al-generated customer responses,

e monitoring model performance,

e delivering user training,

e oroperating an incident-response process.
One risk may depend on several controls with different owners.
For example, the risk of disclosing confidential information could be reduced through:

e data-classification rules,

e technical access controls,

e approved-tool policies,

e promptfiltering,

e usertraining,

e and monitoring.

Each control may have a different operational owner.

3. Risk-Acceptance Authority
The risk-acceptance authority decides whether the residual risk is acceptable.
This authority should match the potential impact.

A project lead may be authorized to accept a low-impact technical risk during an internal prototype. The
same person should probably not be able to accept a significant privacy, employment, customer,
regulatory, or reputational risk during a broad rollout.

The higher the potential impact, the more senior and cross-functional the decision authority should
become.

Risk owners manage risks. Control owners operate safeguards. Authorized decision-makers accept the
remaining exposure.

Without this distinction, organizations often confuse implementing a mitigation measure with formally
accepting what remains.
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Governance Across the Six Risk Domains

The six risk domains require different expertise and ownership. The following model is not a universal
organizational chart. Titles and reporting structures differ between organizations. However, it
demonstrates how ownership can be distributed without fragmenting accountability.

Risk domain Typical primary owner Important contributors Typical gate authority
Value and . Users, Change Management, Sponsor and Al Steering
. Business or Product Owner
Adoption UX, Department Leads Group
. . Finance, Procurement, .
Business and Executive Sponsor or . Executive Sponsor or
R . Architecture, Vendor .
Viability Business Owner Investment Committee
Management
Data Engineering, Privacy, Data Governance and
Data Data Owner or Data Steward . . .
Security, Domain Experts Al Steering Group
Model Owner, Data Science Data Scientists, Domain . .
Model and . o Technical Authority and
. Lead, or Technical Product Experts, Validation .
Algorithm o Al Steering Group
Owner Specialists
. . . Technology
Technology and Service Owneror IT Architecture, Security,

Governance and Al

Operations Operations Lead Engineering, Support .
Steering Group

. . . Legal, Privacy, Security, HR, . .
Compliance, Business Owner with . . Authorized Compliance
. Lo . Works Council, Ethics .
Ethics, and Trust  specialist oversight . or Steering Body
Functions

The primary owner should not be interpreted as the only responsible actor.

For example, Legal can assess whether a use case complies with applicable law. But Legal cannot
determine whether the business value justifies the remaining operational and reputational exposure.

Similarly, a data scientist can explain the model’s measured performance and limitations. But the data
scientist should not independently decide whether that performance is acceptable for a consequential
business process.

The final judgment requires business context.
A 5% error rate has a different meaning when the system:

e summarizes internal meeting notes,

drafts marketing content,

recommends customer actions,
e supports a medical decision,
e orevaluatesjob applicants.

Technical experts provide evidence.

Business owners and authorized governance bodies decide whether the evidence is sufficient for the
intended context.
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The Initiative Owner Manages the Complete Risk Picture
Every Al initiative should have one clearly named initiative owner.
This role may be called:

e Al Initiative Owner,

e Product Owner,

e Business Owner,

e Use-Case Owner,

e orAlProduct Manager.
The title matters less than the mandate.
The initiative owner should maintain the integrated view across all six risk domains.
Thisincludes:

e keeping the intended use and scope clear,

e maintaining the current risk assessment,

e coordinating the domain experts,

e ensuring that mitigation actions are completed,

e collecting evidence for stage-gate decisions,

e documenting unresolved risks,

e and escalating when the project exceeds approved boundaries.

The initiative owner does not replace Legal, Security, Data Governance, or technical experts.
The role connects their findings.

Without this integration, the initiative may pass several specialized reviews while still presenting an
unacceptable overall risk.

For example:
e Security approves the architecture.
e Legal confirms that the proposed data use is permissible.
e Data Science demonstrates acceptable model performance.
e Finance confirms that the pilot is affordable.

But the initiative may still fail because users do not understand the system, the human-review process is
ineffective, or the expected benefit disappears once review costs are considered.

Someone must combine the evidence into a system-level judgment.

That is the responsibility of the initiative owner.

Domain Experts Assess Risks but Should Not Become Approval Bottlenecks

Specialist functions play an essential role in Al governance.

Depending on the use case, these may include:
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o |legal,
e Data Protection,
e Information Security,
e Data Governance,
e Enterprise Architecture,
e Finance and Controlling,
e Procurement and Vendor Management,
e HR,
e Works Council or employee representatives,
e FEthics or ESG functions,
e and domain specialists.
Their purpose is not merely to approve or reject an initiative.
They should help the team:
e identify risks early,
e define suitable guardrails,
e design meaningful experiments,
e establish evidence requirements,
e and determine when escalation is necessary.
This distinction matters.
When experts are consulted only shortly before rollout, they often have only two options:
e acceptasolution whose important design decisions have already been made,
e orstop a project after substantial investment.
Early participation allows them to shape the experiment instead.

A privacy specialist may recommend using anonymized data during prototyping. Security may permit a
limited test using an approved platform. Employee representatives may help define acceptable
workplace use and transparency. Legal may identify a narrower use case with a lower regulatory burden.

Good governance turns experts into design partners rather than late-stage gatekeepers.
However, specialist involvement must remain proportional.

Not every low-impact prototype requires a meeting with every corporate function. The level of
involvement should depend on:

e the sensitivity of the data,

e the potentialimpact,

e theintended users,

e the autonomy of the system,

o the reversibility of possible harm,
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e and the uncertainty surrounding the solution.

NIST recommends allocating oversight and risk-management resources in relation to the organization’s
risk tolerance: lower tolerances and higher-risk systems warrant stronger mitigation and oversight.

The Al Steering Group Controls Exposure, Not Daily Delivery
The Al Steering Group has a different responsibility from the initiative team.
It should not manage the daily development of the solution.
[ts role is to:

o define organizational Al principles and risk tolerance,

e establish common gate criteria,

e decide which initiatives receive additional resources,

e resolve cross-functional conflicts,

e review material residual risks,

e approve increases in organizational exposure,

e and restrict or stop initiatives when necessary.
A useful steering group combines three complementary perspectives:
Economic and Business Alignment
Typical participants:

e executive sponsors,

e Dbusiness leaders,

e finance or controlling,

e and portfolio representatives.
They ask:

e Does theinitiative support strategic objectives?

Is the expected value credible?

Is the required investment justified?

Is the business case sustainable?

Does the initiative deserve priority over alternatives?

Legal, Privacy, and Security
Typical participants:

o |egal,

e Data Protection,

e |Information Security,
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e Risk Management,

e and relevant technology governance roles.
They ask:

e |sthe proposed use permissible?

e Aredata and systems sufficiently protected?

e Which obligations and controls apply?

e Are documentation and monitoring sufficient?

e Which risks cannot be accepted?

Ethics, People, and Trust
Typical participants:
e HR,
e Works Council or employee representatives,
e ethics or ESG representatives,
e Change Management,
e and representatives of affected user groups.
They ask:

Who could be affected?

e |sthe system fair and transparent?

e |shuman oversight meaningful?

o Are employees adequately informed and trained?

e Couldthe solution undermine trust or create inappropriate pressure?
The steering group does not need to contain every specialist permanently.
A smaller standing group can invite specialists based on the risk profile of the initiative.
The critical pointis that the group has:

e adefined mandate,

e named decision-makers,

e clear escalation thresholds,

e andthe authority to approve, restrict, pause, or terminate initiatives.

A committee that can only make recommendations does not truly control risk exposure.

Executive Sponsors Cannot Delegate Accountability Completely

Every significant Al initiative needs an executive sponsor.
The sponsor ensures that the initiative:

e has a legitimate strategic purpose,
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receives appropriate resources,
has access to relevant stakeholders,

and is not abandoned between organizational boundaries.

The sponsor also carries responsibility for the economic and organizational logic of the initiative.

An executive sponsor should not approve a project simply because technical and compliance
specialists have raised no objections.

The sponsor should understand:

what value the initiative is expected to create,
which major risks remain,

which restrictions apply,

who is affected,

what the next phase will expose,

and under which conditions the initiative will be stopped.

Specialists can assess parts of the risk profile.

They cannot replace executive accountability for the overall decision.

ISO/IEC 42001 frames Al governance as an organizational management system rather than a technical
project process. This includes defined responsibilities, accountability, risk assessment, transparency,
and continual improvement.

Human Oversight Requires Competence and Authority

Many Al governance models include the phrase:

“A human remains in the loop.”

But the presence of a person does not automatically create effective oversight.

The person must be able to:

understand what the system can and cannot do,
recognize when output may be unreliable,
challenge the recommendation,

override or rejectiit,

escalate concerns,

and stop the process when necessary.

Human oversight fails when the assigned person:

lacks sufficient training,

has no time to review the output,

cannot access relevant context,

is pressured to follow the recommendation,

or lacks the authority to intervene.
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For high-risk Al systems, the EU Al Act requires deployers to assign human oversight to people with the
necessary competence, training, authority, and support. Article 14 also requires systems to enable
people to monitor, interpret, override, or stop their operation and to remain aware of potential over-

reliance on Al output.

Although these specific legal requirements apply to high-risk systems, they express a broadly useful
governance principle:

Responsibility without competence and authority is not meaningful oversight.
The human overseer should therefore be treated as a defined operational role with:
e training requirements,
e decision rights,
e workload assumptions,
e escalation paths,

e and measurable control effectiveness.

Legal Roles and Internal Roles Must Be Mapped Explicitly

Organizations also need to distinguish between internal project roles and the legal roles defined in
regulation.

Under the EU Al Act, a company may act as a:
e provider,
e deployer,
e importer,
e distributor,
e product manufacturer,
e oranother party in the Al value chain.

These legal roles create different obligations.

For high-risk Al systems, providers are responsible for matters such as compliance with system
requirements, quality management, technical documentation, logging, conformity assessment, and
corrective action. Deployers must use systems according to instructions, assign competent human
oversight, monitor operation, manage relevant input data, retain logs where required, and report certain
risks or incidents.

The internal label “project owner” does not answer which legal role the organization occupies.
The mapping becomes particularly important when an organization:

e substantially modifies an acquired Al system,

e changes its intended purpose,

e integratesitinto a larger product,

e ormarkets it under its own name.

Under certain conditions, a deployer or another third party can become the provider and assume the

corresponding obligations.
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The initiative should therefore document:

which external providers are involved,
which legal role the organization has,
whether that role could change,
which obligations follow from the role,

and which internal owner is responsible for satisfying them.
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This assessment should be performed by qualified legal and compliance specialists. It should not be
inferred solely from project terminology.

Users and Affected Stakeholders Are Part of Governance

Governance should not consist only of managers and specialists reviewing the initiative from outside.

Users and affected stakeholders provide evidence that cannot be generated by the project team alone.

They can reveal:

whether the solution fits the real process,

whether explanations are understandable,

whether controls work under time pressure,
whether the system changes behavior or incentives,
whether people feel unfairly treated,

and whether unanticipated harms or workarounds emerge.

Their participation may take different forms:

user research,

pilot feedback,
employee-representation involvement,
impact assessments,

complaints and appeal mechanisms,
incident reporting,

and periodic operational reviews.

This does not mean that every stakeholder receives a veto over every technical decision.

It means that decisions affecting people should not be based exclusively on assumptions made about

them.

NIST treats Al risk as socio-technical and recommends communication between Al actors, executive
leadership, users, and impacted communities, as well as audits of whether these accountability
mechanisms are effective.
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A Practical Accountability Model

For each material Al risk, the initiative should document at least:

Governance field Question

Risk owner Who is accountable for managing this risk?

Control owner Who operates each mitigation measure?

Evidence owner Who collects and validates the relevant evidence?
Acceptance authority Who may accept the residual risk?

Escalation path Who must be informed when thresholds are exceeded?
Stop authority Who can restrict or suspend the system?

Review trigger Which change or event requires reassessment?
Affected stakeholders Who needs to be consulted, informed, or protected?
Example:

Field Example

Risk Incorrect Al-generated advice is sent to customers
Risk owner Head of Customer Service

Control owners Al Product Team and Customer Service Quality Lead
Evidence owner Quality Assurance Lead

Acceptance authority Customer Operations Director and Al Steering Group
Escalation trigger Critical error or error rate above agreed threshold
Stop authority Service Owner or Customer Operations Director
Affected stakeholders Customer-service employees and customers

This creates a much stronger accountability model than simply assigning the risk to “IT” or “the project.”
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Common Governance Anti-Patterns

The Steering Group Owns Every Risk

When the steering group formally owns all Al risks, initiative teams may stop feeling accountable for
daily management.

The steering group should control exposure and accept material residual risks. It should not become the
operational owner of every mitigation action.

Legal Approval ls Treated as General Approval
Legal approval answers specific legal questions.
It does not prove:

e businessvalue,

e modelreliability,

e operationalreadiness,

e adoption,

e oroverall trustworthiness.
Compliance is necessary, but it is not sufficient.
Accountability Without Authority
A person is named as risk owner but has no budget, decision rights, or ability to change the system.
This creates symbolic accountability.

Human Oversight Exists Only on Paper

A person is expected to review output but lacks the competence, time, information, or authority to
intervene.

Committees Review but Nobody Decides

The initiative is discussed repeatedly, but no participant has the authority to approve, restrict, or stop it.
Specialists Are Involved Too Late

Legal, security, privacy, ethics, or employee representatives encounter the solution only after the main

design decisions have been made.

Risks Are Distributed by Department Instead of Managed as a System

Each function reviews its own area, but nobody examines how data, model, process, users, controls,
and business consequences interact.

Governance Turns Evidence into Accountability

Al risk governance should not be designed to move every decision upward.
Its purpose is to place each decision at the appropriate level.

Teams should be able to experiment rapidly within approved boundaries.
Domain experts should help identify risks and design controls.

Risk owners should monitor the current exposure.
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The steering group should decide when the organization is prepared to accept more investment and
broader consequences.

Executive sponsors should remain accountable for the overall business decision.

This creates a distributed but explicit governance system:

Decisions stay close to the work until the initiative asks the organization to accept more exposure.
However, a governance decision is only useful when the organization can later understand:

e whatwas decided,

e whyitwas decided,

e which alternatives were considered,
e which risks were accepted,

e andunder which conditions the decision remains valid.

This requires traceability.
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Decision Records, Tech Radar, and Traceability

A good stage-gate decision answers an immediate question:
Should the Al initiative move forward under the proposed conditions?
However, this decision may need to be understood months or years later.

The original project team may no longer exist. The model may have changed. New users may apply the
system in a different context. A provider may release another version or change its contractual
conditions. An incident may raise questions that nobody anticipated during the original review.

At that point, the organization must still be able to understand:
e whatwas decided,
e why the decision was made,
e which alternatives were considered,
e which evidence was available,
e which risks were accepted,
e which restrictions applied,
e andunder which conditions the decision should be reviewed.
Without this traceability, governance gradually becomes organizational memory.

People remember that a model, tool, or use case was once “approved,” but they no longer remember
what exactly was approved or which assumptions supported the decision.

This creates a dangerous simplification:
“The Al Steering Group approved it.”
But approvalis rarely unconditional.
A pilot may have been approved only for:
e onedepartment,
e alimited group of trained users,
e anonymized data,
e aspecific modelversion,
e mandatory human review,
e and adefined period.

If these conditions disappear from organizational memory, a limited approval can gradually be
interpreted as unrestricted permission.

Risk governance therefore needs more than meetings and verbal agreements.

It needs traceable decisions.
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Traceability is not created by a single document or governance tool. It emerges from a connected
system in which stage-gate decisions, Decision Records, the Tech Radar, and operational monitoring
reinforce one another.

FROM EVIDENCE TO TRACEABLE Al DECISIONS

How stage-gate decisions become reusable organizational learning

— \_\ — =] — —@,— 5 ,—@—\

1. Stage-Gate Decision 2. Decision Record 3. Tech Radar 4. Monitoring &
Reassessment
« Context ® Adopt e i
Go / Rework / Restrict / : |
Pause / Kill =P+ Evidence - ® Trial e * Logs & usage
* Decision * Incidents & feedback
* Conditions & guardrails ©: s « Drift / model updates
Decision based on evidence + Residual risks @ Hold % 7
o Review Wigaers « Triggers new review
Approves the next level Preserves why the decision Cop  Tums project evidence /™ Challenges earlier
of exposure was reasonable fay :‘J&:ﬁ:""""‘""""” | | R/ assumptions over time
s ‘ / \ >

i e Ly

{_ New evidence feeds the next decision )

Projects generate evidence. Decisions interpret it. The radar distributes the learning. Monitoring reopens the question.

Stage-gate decisions determine the next level of exposure. Decision Records preserve the
reasoning, the Tech Radar distributes the learning across the organization, and monitoring
creates new evidence for reassessment.

Decision Records Preserve the Reasoning

Architecture Decision Records are commonly used in software development to document significant

architectural choices. AWS describes an ADR as a record containing the decision, its context, and its
consequences. ADRs also have a lifecycle and can later be superseded when circumstances or
decisions change.

The same principle can be extended beyond architecture.
For Al initiatives, the organization should document major decisions relating to:

e intended use,

e modelselection,

e provider selection,

e datausage,

e level of automation,

e human oversight,

e performance boundaries,

e riskacceptance,

e pilot restrictions,

e rollout approval,

and system retirement.
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These records could be called:

The name is less important than the purpose:

Al Decision Records,

Risk Decision Records,

Governance Decision Records,

or simply Decision Records.
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A Decision Record explains why a significant Al decision was reasonable under the conditions and
evidence available at that time.

A Decision Record should not attempt to document every conversation or minor implementation choice.

It should capture decisions that materially affect:

the system’s risk profile,
the organization’s exposure,
future technology options,
legal responsibilities,

operational ownership,

or the ability to reverse the decision.

What an Al Decision Record Should Contain

A practical Al Decision Record can remain relatively short.

It should contain enough information to reconstruct the decision without becoming a large approval

document.

Fields and Purpose

Field

Title

Status

Date and decision authority
Context

Intended use

Excluded uses

Options considered
Evidence

Risk assessment

Decision

David Theil | Al Strategist

Purpose

Identifies the decision clearly

Proposed, accepted, rejected, superseded, or retired
Shows when and by whom the decision was made
Explains the problem and current situation

Defines what the Al system is supposed to do
Defines what remains prohibited

Shows which realistic alternatives were evaluated
Summarizes the tests, metrics, and findings used
Documents relevant risks across the six domains

States what was approved, rejected, or restricted
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Field Purpose

Conditions and guardrails Defines the boundaries of the decision

Residual risks Records which risks remain after mitigation

Risk acceptance States who accepted the remaining exposure

Consequences Describes expected benefits, costs, dependencies, and trade-offs
Monitoring indicators Defines what must be observed during operation

Review triggers Defines when the decision must be reconsidered

Related records Links to risk registers, tests, models, contracts, or earlier decisions

A Decision Record should make the scope of approval explicit.

Instead of writing:

“The use of Model X was approved.”

write:

“Model X was approved for a three-month internal pilot that generates draft responses for trained

customer-service employees. Customer communication requires human approval. Confidential

customer data may not be entered. The decision must be reassessed after a significant model update,

provider-contract change, serious incident, or expansion of the use case.”

The second version is more useful because it makes the boundaries and review conditions visible.

Record the Decision, Not Only the Successful Option

A strong Decision Record should also capture the alternatives that were rejected.

For example, a team may compare:

developing an internal model,

using a managed external model,

using a retrieval-augmented architecture,
relying on a deterministic search function,

or improving the existing process without Al.

Recording the alternatives helps future teams understand why the chosen option appeared reasonable.

Without this context, a later team may reopen the same discussion without knowing that the alternatives

were already evaluated.

AWS notes that ADRs can support team alighment, communicate significant choices, and prevent

teams from repeatedly discussing the same architectural questions.

However, previously rejected alternatives should not be treated as permanently invalid.

A different model, lower costs, better data, new regulation, or another operating context may change the

decision.

This is why Decision Records need a status and lifecycle.
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Do Not Rewrite History

When circumstances change, organizations are sometimes tempted to update the old record so that it
reflects the new decision.

This destroys traceability.

The original record should remain available because it shows what the team knew and why the original
decision was made.

A new Decision Record should:
e reference the previous one,
e explain what changed,
e describe the new evidence,
e and markthe old decision as superseded or retired.

AWS recommends preserving ADR history rather than deleting earlier decisions, including keeping
superseded records and documenting ownership of changes.

This creates an important distinction:
e Anincorrectdecision is a decision that was unreasonable based on the available evidence.

e Anoutdated decision may have been reasonable originally but no longer fits the current
conditions.

Al governance needs to recognize this difference.
The purpose of traceability is not to assign blame to earlier decision-makers.

Itis to make learning visible.

The Tech Radar Makes Organizational Risk Appetite Visible

Decision Records describe individual choices.
A Tech Radar serves a different purpose.

It creates an organization-wide view of technologies, tools, platforms, models, and practices and
communicates how the organization currently evaluates them.

The Thoughtworks Technology Radar uses four rings:

e Adopt
e Trial

e Assess
e Hold

The rings communicate increasing levels of confidence or caution. “Adopt” indicates technologies that
should be seriously considered. “Trial” includes technologies considered ready for limited use but not
yet as proven. “Assess” contains technologies worth examining, while “Hold” indicates technologies
that should generally be approached with caution or avoided for new work.

Aninternal Al or Technology Radar can use the same logic to make the organization’s current position
transparent.

It might include:
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The Radar should not simply indicate which technologies are popular.

foundation models,

Al platforms,

coding assistants,

retrieval frameworks,

vector databases,

evaluation tools,

observability platforms,

agent frameworks,

approved Al development patterns,

and high-risk practices the organization wants to avoid.

It should communicate the organization’s current combination of:

experience,

strategic relevance,
operational readiness,
security confidence,
compliance status,

and risk appetite.
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What the Four Rings Could Mean for Al

Adopt
The technology or practice has sufficient organizational evidence for approved use.

This does not necessarily mean unrestricted use.
The Radar entry should still define:

e approved use cases,

e data restrictions,

e available support,

e required controls,

e and relevant Decision Records.

Trial
The technology may be used in controlled initiatives.

Usage should be limited, monitored, and connected to explicit learning objectives.

This ring is especially useful for Al technologies because it creates room for experimentation without
treating a successful prototype as a general endorsement.

Assess
The technology is relevant enough to investigate, but the organization does not yet have sufficient
evidence to use it in real operational contexts.

Activities may include:
e technical evaluation,
e security assessment,
o legalreview,
e costanalysis,
e orcontrolled experiments with synthetic data.

Hold
The organization should not begin new initiatives with this technology or practice under current
conditions.

Possible reasons include:
e unresolved security concerns,
e unclear licensing,
e unacceptable provider dependency,
e poor model performance,
e insufficient transparency,
e regulatory uncertainty,
e unavailable support,

e oran alternative technology that better fits the organization’s strategy.
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“Hold” does not always mean that a technology is inherently bad.
It may mean:

The technology currently exceeds the organization’s risk tolerance or does not fit its strategy.

A Radar Entry Needs More Than a Name
A useful Radar entry should contain more than the name of a model or tool.
It should include:

e technology or model name,

e currentversion where relevant,

e ring,

e date of assessment,

e responsible owner,

e approved and excluded use cases,

e data classification restrictions,

e known risks and limitations,

e required controls,

e links to relevant Decision Records,

e and the next planned review.

For example:

Field Example

Technology External generative Al model

Ring Trial

Approved use Internal document summarization using non-confidential data
Prohibited use Autonomous customer communication and personnel decisions
Required controls Human review, logging, approved interface

Main risks Hallucination, provider dependency, data exposure

Decision Record ADR-AI-014

Review trigger Major model update or new contractual terms

Owner Al Platform Lead

This prevents the Radar from becoming a decorative collection of logos.

David Theil | Al Strategist 92



HOW TO MANAGE RISKS IN Al PROJECTS

Decision Records and the Tech Radar Solve Different Problems

The Tech Radar and Decision Records should complement each other.

Instrument Primary purpose

Stage Gate Decides whether an initiative may increase its exposure
Risk Register Maintains the current risks, controls, owners, and status
Decision Record Documents why a significant decision was made

Communicates the organization’s strategic position toward technologies and

Tech Radar .
practices

Monitoring and Logs  Provide operational evidence about actual system behavior

Policies and

. Define the boundaries within which teams may act
Guardrails

The connections matter.
A stage-gate decision may approve an initiative using a technology currently classified as Trial.
The Decision Record documents why that limited exception is reasonable.
The Tech Radar communicates that the technology remains restricted for the wider organization.
Monitoring then provides the evidence needed to decide whether the technology should later move to:
e Adopt,
e remaininTrial,
e returnto Assess,
e ormove to Hold.
This creates an organizational learning loop:

Projects generate evidence. Decisions interpret the evidence. The Radar distributes the learning
across the organization. Monitoring challenges the decision over time.

Traceability Must Connect Decisions to the Actual System

A Decision Record is valuable only when it can be connected to the system that was actually built and
operated.

The record should link to relevant artifacts such as:
e model and provider versions,
e source-code repositories,
e prompt configurations,
e datasets and data lineage,
e architecture diagrams,

e evaluation reports,
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e security assessments,
e riskregisters,

e contracts,

e operating procedures,

e monitoring dashboards,
e andincidentrecords.

NIST’s Al RMF Playbook recommends documenting processes for risk mapping and measurement,
connecting Al governance with broader organizational controls, tracking third-party and pre-trained
model risks, and maintaining sufficient records for governance and monitoring.

Traceability should enable the organization to answer:
e  Which system version was evaluated?
e Which model produced the output?
e Which data was used?
e Which controls were active?
e Which decision allowed this use?
e Which person or role approved the remaining risk?
e Which later changes may have invalidated the decision?

A document that cannot be linked to the deployed system creates administrative traceability, but not
operational traceability.

Technical Logs Are Not the Same as Decision Records
Technical logs record what happened during system operation.
Decision Records explain why the organization chose to operate the system in a particular way.
Both are needed.
Logs may show:

e whenamodelwas called,

e which system version was active,

e which user initiated the action,

e whether a human reviewed the result,

e and which error orincident occurred.
The Decision Record explains:

e why the system was allowed to perform that action,

e which risks were known,

e which restrictions applied,

e and who accepted the residual exposure.
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For high-risk Al systems, Article 11 of the EU Al Act requires technical documentation to be created
before the system is placed on the market or put into service and kept up to date. Article 12 requires
technical capabilities for automatic event logging throughout the system lifecycle to support
traceability, risk identification, operational monitoring, and post-market monitoring. These legal
requirements apply specifically to high-risk Al systems, but they illustrate the broader distinction
between documenting system design and recording actual operation.

Providers of high-risk Al systems also have specific documentation-retention and log-retention
obligations under Articles 18 and 19.

Internal Decision Records do not automatically satisfy these legal requirements.

They are an organizational governance instrument. Where the Al Act or other laws apply, qualified legal
and compliance experts must determine the required technical documentation, logging, retention, and
conformity evidence.

An Example: Selecting a Model for a Customer-Service Assistant
Consider an initiative developing an Al assistant for customer-service employees.
The team evaluates two external models and an internal open-source alternative.

Context
The assistant should draft responses using an approved knowledge base. Employees remain
responsible for reviewing and sending the final message.

Options
e Provider A: strongest measured quality, but higher cost and provider dependency.
e Provider B: slightly lower quality, but stronger contractual controls and regional hosting.
e Internal model: greater control, but substantially higher development and operational effort.

Evidence
The team tests:

e answer quality,

e hallucination rates,

e responsetime,

e data-handling conditions,

e infrastructure requirements,
e provider contracts,

e and operating costs.

Decision
Provider B is approved for a limited pilot.

Conditions
e No autonomous customer communication.
e Mandatory human review.
e Onlythe approved knowledge base may be used.

e Sensitive customer data must be masked.
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e |nputs and outputs must be logged according to policy.
e The model may not be used for legal or financial commitments.
Residual risks
e Provider dependency remains.
e |ncorrect answers may not always be detected by reviewers.
e Costs may rise with higher usage.
Review triggers
e Significant model update.
e Contractual or pricing change.
e Critical customer incident.
e Expansion to another language or department.
e Proposal to remove human review.
The Decision Record preserves this reasoning.
The Tech Radar may then list Provider B as Trial, restricted to approved internal assistance use cases.
The pilot generates new evidence. Based on the results, the Radar position and the initiative decision

can later change.

Common Traceability Anti-Patterns

Approval Without Conditions
A toolor modelis labelled “approved,” but the organization does not document the approved use case,
data restrictions, or required controls.

The Radar Becomes a Logo Collection
Technologies are placed in rings without clear reasoning, owners, boundaries, or review dates.

Decision Records Are Written After the Decision
Documentation is created retrospectively to justify an outcome rather than to capture the real reasoning
and alternatives.

Every Minor Choice Gets a Decision Record
Teams document so many small decisions that important strategic and risk-related choices become
difficult to find.

Old Decisions Are Deleted
Superseded records disappear, making it impossible to reconstruct why the system evolved.

Documentation Is Disconnected from Operations
The record refers to a model, dataset, or control, but the organization cannot determine whether the
deployed system still uses them.

“Adopt” Is Interpreted as Universal Permission
Atechnology’s Radar classification is treated as approval for every use case, regardless of data, context,
users, or potential impact.

Monitoring Does Not Feed Back into Governance
Incidents, drift, model changes, and user behavior are observed, but they do not trigger a new Decision
Record, risk review, or Radar reassessment.
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Traceability Creates Organizational Learning

The purpose of Decision Records and a Tech Radar is not to produce more documentation.
Itis to preserve and distribute learning.

Decision Records ensure that significant choices remain understandable.

The Tech Radar turns project-specific evidence into shared organizational guidance.

Risk registers maintain the current exposure.

Logs and monitoring challenge earlier assumptions with real operational evidence.

Together, these mechanisms allow the organization to move faster without repeatedly starting from
zero.

Teams can see:
e which tools have already been evaluated,
e which risks were discovered,
e which controls worked,
e which decisions remain valid,
e and where caution is required.
Traceability therefore supports both governance and innovation.

Transparent decisions create reusable knowledge. Reusable knowledge allows future teams to
move faster with greater confidence.

However, teams should not need to consult a committee or read several records before every
experiment.

They also need clear, practical boundaries for everyday work.
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Practical Guardrails for Al Projects

Governance defines who may make decisions.
Stage gates determine whether an initiative may increase the organization’s exposure.
Decision Records preserve why those decisions were made.

But employees and project teams still need to make hundreds of smaller decisions between the gates.
They need to know:
e which Al tools they may use,
e which data they may process,
e which activities require human review,
e whenthey need specialist approval,
e what must be documented,
e and what to do when the system behaves unexpectedly.
A steering group cannot decide each of these questions individually.
This is the purpose of guardrails.

Guardrails translate organizational principles and risk decisions into practical boundaries for
everyday work.

Good guardrails do not prescribe every development step. They define the limits within which teams
may experiment and make decisions independently.

They should make three things clear:
1. What teams may do without additional approval
2. What teams may do only under defined conditions

3. What teams must not do or must escalate
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Practical Guardrails for Al Projects

Five practical guardrails translate Al governance into clear boundaries

for everyday work.

e - N N N o
Use Case Data and Human Oversight Model and Output Operational
Boundaries Privacy Controls and Accountability Controls Safeguards
 Define the purpose ¢+ Use only necessary * Keep humans in control * Evaluate performance * Secure systems
and intended use. data. of important decisions. and limitations. and access.

* Specify what the + Ensure lawful and * Define roles,;f:mpetence. + Detect and reduce = Monitor usage and
system will and will fair processing. and responsibilities. bias and errors. key risk indicators.
not do. . ili

* Protect privacy and ;::::;:e(:’t:::z:oor + Monitor for drift and * Respond to incidents

* Restrict data, users, sensitive information. St5 : : unusual behavior. and issues.

p the system.
and contexts.
* Apply retention and + Make accountability  Validate outputs for » Review and update
* Prevent scope creep. deletion rules. explicit. accuracy and safety. controls regularly.
.3 SN N 7N N5
;1. These guardrails should be proportionate to the potential impact, autonomy,
Principle: o
scope, and sensitivity of the Al use case—and adapt as the system evolves.

Five practical guardrails turn Al governance into clear operating boundaries for everyday
work. Their strength should increase with the impact, autonomy, scope, and data sensitivity
of the use case.

Guardrails therefore differ from detailed procedures.

A procedure explains exactly how an activity should be performed. A guardrail defines the boundary that
the activity must not cross.

For example:
e Aprocedure may explain how to anonymize a dataset.

e Aguardrail may state that personal customer data must not be entered into an external Al
service unless the service and use case have been explicitly approved.

This distinction preserves flexibility.

Teams can choose their implementation approach as long as they remain within the approved operating
boundaries.
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Guardrails Should Be Risk-Based

Not every Al use requires the same restrictions.

An employee using an approved assistant to improve the wording of a non-confidential internal
document presents a different risk from a system that:

e processes customer data,
e recommends personnel decisions,
e communicates autonomously,
e orinfluences legalrights.
Guardrails should therefore become stronger as the potential impact increases.

A practical model may distinguish between three operating levels.

Level Typical use Example guardrails

Individual productivity using non- Approved tool, no confidential data, user remains
Low exposure n

sensitive data accountable
Controlled Team or departmental use involving Registered use case, logging, defined ownership,
exposure business processes human review

. Consequential decisions, sensitive Formal risk assessment, specialist reviews, stage-
High exposure . . S
data, broad automation gate approval, continuous monitoring

The exact classification will differ between organizations. The underlying principle is:

The strength of the guardrails should reflect the possible harm, autonomy, data sensitivity, reach,
and reversibility of the use case.

NIST’s Al Risk Management Framework is designed to be adapted to the organization’s context,
resources, requirements, and risk tolerance rather than applied as one universal checklist.

1. Use Approved Tools and Components

Organizations should maintain a clear view of which Al tools, models, platforms, APIs, extensions, and
development frameworks may be used.

Without such guidance, employees often select tools individually based on:
e convenience,
e cost,
e public popularity,
e model performance,
e orrecommendations from colleagues.
These criteria may be useful, but they do not show whether the organization has assessed:
e datahandling,

e security,
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e contractual terms,

e intellectual-property conditions,
e provider dependency,

e logging capabilities,

e support,

e oroperationalresilience.

The first guardrail is therefore:
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Use only approved Al tools and components for organizational work — or request an explicit assessment

before introducing a new one.
Approval should not be interpreted as unrestricted permission.
A tool may be approved for:
e non-confidential internal text,
e software-development assistance,
e translation,
e orcontrolled prototyping,
while remaining prohibited for:
e personaldata,
e customer decisions,
e autonomous communication,
e orlegally consequential processes.
The approval must therefore connect the tool to a permitted context.

A practical tool entry should state:

Field Example
Tool Approved enterprise Al assistant
Status Adopt

Permitted data Public and approved internal information

Prohibited data Special-category personal data and classified customer information

Permitted uses Drafting, summarization, ideation

Restricted uses Customer communication requires human approval
Prohibited uses Autonomous personnel or legal decisions

Owner Al Platform Team

Review trigger Contract, model, hosting, or data-policy change
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NIST’s Generative Al Profile recommends acceptable-use policies for third-party generative Al
systems, documentation of dependencies, fallback arrangements, provider communication
procedures, and continuous monitoring of third-party systems in deployment.

Tool approval should consequently include both the technology and the intended use.
An approved tool is not approved for every purpose.

Teams Should Be Able to Request New Tools
An approved-tool policy should not freeze the technology landscape.
Teams need a lightweight mechanism to propose and evaluate new tools.

The assessment can examine:
e intended use,
e required data,
e provider and hosting model,
e security,
e contractual conditions,
e licensing,
e model performance,
e integration,
e monitoring,
e alternatives,
e and exit options.

Depending on the risk, the result may be:

e Adopt,
e Trial,

e Assess,
e Hold,

e orReject.

This links the guardrail directly to the Tech Radar and Decision Records described in the previous
section.

2. Protect Data, Confidential Information, and Intellectual Property

The second guardrail concerns what information may enter the Al system.
Al tools can make it deceptively easy to copy:

e customerinformation,

e internal documents,

e source code,

e contracts,
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e personal data,
e trade secrets,
e orunpublished intellectual property

into an external service.

The user may see only a simple text box. But behind that interface may be a complex chain of providers,
models, storage systems, logs, subprocessors, and geographic processing locations.

The practical guardrail should therefore be simple:

Classify the data before using it with Al. Do not enter information into an Al system unless the tool and
the intended processing are approved for that data classification.

Teams should know:
e whether the data contains personal information,
e whetheritis confidential or contractually protected,
e whoownsit,
e whetherit may be used for the intended purpose,
e whether it leaves the organization,
e whether the provider retains it,
e whetherit may be used for model training,
e andhow itcan be deleted.
Where possible, early experiments should reduce exposure through:
e anonymized data,
e pseudonymized data,
e synthetic data,
e masked values,
e representative test cases,
e orrestricted datasets.
This is not only a privacy concern.
Data protection also covers:
e business confidentiality,
e customer contracts,
e copyright,
e trade secrets,
e intellectual property,

e and security-relevant information.
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NIST’s Generative Al Profile recommends data-security and privacy controls, policies for third-party data
use, documentation of incidents involving external data or systems, and controls tailored to the way
foundation models, fine-tuned models, and embedded Al components are used.

Data Minimization Is Also a Risk-Control Mechanism
Teams should ask:
What is the minimum information the system needs to perform this task?
An Al assistant may not need:

e the customer’s full identity,

e an entire case history,

e complete documents,

e orproduction-system access.
Restricting the data reduces:

e privacy exposure,

e security impact,

e incorrect correlations,

e unintended secondary use,

e andthe consequences of an incident.

Data access should increase only when the expected value and available evidence justify the additional
exposure.

3. Define Permitted Uses, Human Oversight, and Non-Negotiable
Boundaries
Atool can be safe for one purpose and unacceptable for another.
The third guardrail therefore concerns the intended use.
Every material Al solution should define:

e permitted uses,

e restricted uses,

e prohibited uses,

e required human oversight,

e and escalation conditions.
For example, a generative Al system might be permitted to:

e draftinternal text,

e summarize documents,

e suggestalternatives,

e orassisttrained specialists.

The same system might be restricted from:
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sending customer messages without approval,
interpreting contracts as legal advice,

evaluating employees,

making commitments on behalf of the organization,

or executing actions autonomously.

The practical rule is:

Do not expand the use of an Al system beyond its approved purpose without a new risk review.

This addresses one of the most subtle forms of Al risk: gradual purpose expansion.

A system may begin as a drafting assistant. Over time, employees may start copying its answer directly.
The assistant may later be connected to a workflow. Eventually, the system may act autonomously even

though no explicit decision was made to increase its authority.

Guardrails should prevent this silent transition.

Human Oversight Must Be Meaningful

“Human in the loop” is not a sufficient control description.

The organization should define:

which outputs must be reviewed,
who performs the review,

what the reviewer must check,
which information is available,
how much time is expected,
what can be overridden,

when escalation is mandatory,

and who can stop the system.

For high-risk Al systems, the EU Al Act requires designs that enable effective human oversight and help
overseers understand system capabilities and limitations, interpret outputs, guard against automation

bias, intervene, and stop the system where necessary.

These specific requirements apply to high-risk systems, but the management principle is broadly useful:

Human oversight is effective only when the human has sufficient competence, information, time,
and authority to challenge the Al.

Ethical Principles Must Become Observable Behaviors

Principles such as:

fairness,
transparency,
accountability,
privacy,

reliability,
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e human oversight,
e and sustainability

are important, but too abstract for everyday decisions unless they are translated into concrete
expectations.

For example:
Principle Practical guardrail
Transparency Inform users when relevant content or recommendations are Al-generated

Accountability A named person remains responsible for every consequential action

Fairness Test relevant groups and error distributions rather than only overall performance
Human oversight People can review, challenge, override, and escalate

Privacy Do not process unapproved personal or confidential data

Reliability Define performance boundaries, monitoring, and fallback procedures

Sustainability Consider usage, infrastructure, and operational cost before scaling

4. Ensure Accountability, Traceability, and Reviewability

The fourth guardrail ensures that the organization can understand how an Al-assisted outcome was
produced and who remains responsible for it.

The practical rule is:

Consequential Al-assisted actions must have a named accountable person and sufficient
traceability to reconstruct what happened.

Depending on the use case, traceability may include:
e tooland modelversion,
e system configuration,
e relevant promptorinstructions,
e source data or documents,
e output,
e human edits,
e approval,
e timestamp,
e user,
e and linked Decision Record.
Not every productivity prompt needs permanent logging.

Logging should be proportionate to:
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A system that drafts an internal headline requires less traceability than a system that recommends
whether a customer claim should be accepted.

For high-risk Al systems, Article 12 of the EU Al Act requires automatic logging capabilities that support
lifecycle traceability, risk identification, operational monitoring, and post-market monitoring.

This legal requirement does not automatically apply to every Al tool. But itillustrates the broader
operating principle:

The greater the consequence of an Al-supported decision, the stronger the evidence trail should

be.

Accountability Must Remain Human

Teams should not write:

“The Al decided.”

Al may generate, predict, rank, classify, or recommend.

The organization decides:

whether to use the system,
which data it receives,
which process it influences,
how its output is interpreted,

and which action follows.

The accountable human role should therefore remain visible even when the technical process is highly

automated.

Exceptions Need Documentation

Guardrails should also define how exceptions are handled.

A team may need:

Exceptions should not be impossible, but they should be explicit.

a new tool,

broader data access,
a different model,

a temporary control,

or a use outside the current approved boundary.

A lightweight exception record should state:

whatis requested,
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e whyitis needed,

e whichrisk changes,

e which temporary controls apply,
e who approved it,

e how long it remains valid,

e and whattriggers reassessment.

Otherwise, temporary exceptions gradually become undocumented standard practice.

5. Monitor, Report, and Improve
The final guardrail concerns what happens when reality contradicts the original assumptions.
Users should know how to report:

e incorrect output,

e harmful or biased behavior,

e privacy concerns,

e security vulnerabilities,

e unexpected costs,

e model changes,

e misuse,

e nearmisses,

e and controls that do not work.
The practical rule is:

Unexpected behavior must be easy to report, and material findings must feed back into risk
assessment and governance decisions.

Reporting should not depend on users knowing which department owns the problem.
A central Alincident or feedback channel can route findings to:
e the initiative owner,
e Security,
e Data Protection,
o Legal,
e Al Governance,
e the model owner,
e oroperational support.
The organization should define:
e what constitutes an incident,

e which issuesrequire immediate escalation,
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e whoinvestigates,

e who may restrict or suspend the system,

e how affected users are informed,

e and how the learning is shared across initiatives.

The joint secure-Al-development guidelines published by the UK National Cyber Security Centre and
international partners recommend lifecycle security measures including threat modelling, protection of

infrastructure and models, incident-management procedures, logging and monitoring, secure updates,
and sharing lessons learned.

NIST’s Generative Al Profile similarly recommends continuous monitoring of third-party systems,
documentation of incidents, fallback arrangements, and updated policies as systems and
dependencies change.

Near Misses Matter
Organizations should not wait for visible harm.
A near miss may reveal:

e acontrol that nearly failed,

e anoutputthat was corrected only by chance,

e misuse that had no immediate consequence,

e oramodel change that was detected before broader deployment.
Near misses are valuable evidence because they expose weaknesses before the fullimpact occurs.
The objective should not be to punish every error.

It should be to make risk visible early enough to improve the system.
Monitoring Must Trigger Decisions

A dashboard alone does not manage risk.

Monitoring becomes useful only when thresholds are connected to actions.

For example:

Indicator Trigger Action

Critical output error One confirmed case Suspend affected function and investigate
Error rate Above approved threshold Reassess model and control effectiveness
Model update Major provider release Repeat defined evaluation tests

Usage expansion  New department or use case Conduct new risk review

Costincrease Above business-case tolerance Reassess viability

Oversight failure Review skipped or ineffective Restrict use and redesign the control
Security event Confirmed or suspected compromise Activate incident-response process
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This closes the feedback loop between guardrails, monitoring, Decision Records, and stage-gate
governance.

Make the Safe Path the Easy Path
Guardrails fail when following them is substantially harder than bypassing them.
Employees will seek alternatives when:

e approved tools are unavailable,

e the approval process takes months,

e policies are difficult to understand,

e datarules are ambiguous,

e Orno support exists for legitimate experiments.
A mature guardrail system should therefore provide:

e approved tools that meet common needs,

e clear examples of allowed and prohibited use,

e reusable technical components,

e data-classification guidance,

e fast consultation channels,

e standard experiment environments,

e risk-assessment templates,

e and transparent exception processes.

The secure-Al-development guidelines explicitly recommend making it easy for users to do the right
thing and treating security as a lifecycle requirement rather than an afterthought.

This leads to an important design principle:

A guardrail should reduce decision friction for safe work — not merely increase friction for risky work.

Guardrails Need Al Literacy

Policies alone cannot anticipate every situation.
Employees need enough Al literacy to recognize when a task may involve:

e sensitive data,

unreliable output,
e inappropriate reliance,
e legalorethicalimpact,
e security concerns,

e orauseoutside the approved boundaries.
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The EU Al Act requires providers and deployers of Al systems to take measures, to their best extent, to
ensure a sufficient level of Al literacy among relevant staff and other people operating Al systems on
their behalf, taking account of their knowledge, experience, training, education, and the context of use.

Al literacy should therefore go beyond prompt-writing techniques.
People need to understand:

e thatfluent output can still be wrong,

e when sources need verification,

e how automation bias works,

e which data may be entered,

e who remains accountable,

e where the approved boundaries lie,

e and how to report unexpected behavior.
Training should also be role-specific.

A casual user, software engineer, model owner, human overseer, and executive sponsor do not need the
same depth of knowledge.

A Practical Guardrail Card

Each organization-wide guardrail can be documented in a compact format:

Field
Guardrail
Purpose
Applies to
Allowed
Conditional
Prohibited
Evidence
Owner
Exception path

Review trigger
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Question

What boundary must be respected?

Which risk does it reduce?

Which users, systems, data, or phases are covered?

What may teams do independently?

What requires defined controls or approval?

What must not be done?

How can compliance and effectiveness be demonstrated?
Who maintains and interprets the guardrail?

How can a justified exception be requested?

When must the guardrail be updated?
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Example:

Field Example

Guardrail No autonomous external communication
Purpose Preventincorrect or unauthorized commitments
Applies to Generative Al used in customer-facing processes
Allowed Drafting responses for trained employees
Conditional Sending after documented human approval
Prohibited Direct autonomous sending

Evidence Approval log and sampled quality reviews

Owner Head of Customer Operations

Exception path Al Steering Group approval

Review trigger Proposed increase in autonomy or serious incident

This makes the guardrail operational, testable, and reviewable.
Guardrails Create Freedom Within Boundaries
Good guardrails do not eliminate judgment.

They clarify where teams may exercise judgment independently and where organizational accountability
is required.

They allow teams to:
e exploreideas,
e build prototypes,
e test models,
e and learn quickly
without repeatedly negotiating the same foundational questions.
At the same time, they prevent experimentation from silently becoming unrestricted operational use.
The practical balance is:
Freedom to innovate within clear ethical, technical, and operational boundaries.

This reflects the central operating principle of the handbook: approved tools, protected data, ethical and
compliant use, clear accountability, and continuous improvement provide the operational foundation
for responsible Al adoption.

However, even well-designed frameworks can fail when organizations turn them into bureaucracy, treat
compliance as a substitute for judgment, or confuse documentation with actual risk reduction.
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Common Risk Management Anti-Patterns

1. Risk Management Happens Only Once

The team performs a detailed risk assessment during scoping.

Risks are identified, evaluated, assigned a score, and entered into a register. The initiative then receives
approval, and the assessment remains largely unchanged while the project moves through prototyping,
piloting, rollout, and operations.

This creates a false sense of stability.
The original assessment was based on assumptions about:
e theintended use,
e the available data,
e the selected model,
e the provider,
e the number of users,
e the operating environment,
e and the effectiveness of the planned controls.
Once these assumptions change, the assessment may no longer describe the actual system.

NIST states that Al risk management should be continuous, timely, and performed throughout the Al
lifecycle. For high-risk Al systems, Article 9 of the EU Al Act similarly defines risk management as a
continuous iterative process requiring regular review and updating.

Typical symptoms

e Therisk register still refers to the prototype architecture.

e New modelversions are introduced without reassessment.

e Apilotis expanded to new users without reviewing the context.

e Riskreviews happen only before formal steering meetings.

e Operationalincidents do not change the original risk rating.
Better approach
Treat the risk assessment as a living representation of the current system.
Update it when:

e the use case changes,

e newdataisintroduced,

e the model or provider changes,

e usage expands,

e autonomyincreases,

e anincident or near miss occurs,
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e or monitoring shows that assumptions or controls no longer hold.

A completed risk assessment is not the objective. A current risk assessment is.

2. The Framework Becomes a Checklist
The organization adopts a respected framework and turns every category into a mandatory checkbox.
Teams are asked whether they have considered:
e fairness,
e transparency,
e privacy,
o explainability,
e security,
e human oversight,
e and accountability.
Every answer eventually becomes “yes.”
The project appears compliant, but the checklist does not reveal:
e which risks are material,
e which trade-offs exist,
e whatevidence supports the answer,
e orwhether the remaining risk is acceptable.

NIST explicitly states that the Al RMF actions do not constitute a checklist or necessarily follow a fixed
order. The Playbook is intended to be tailored to the organization, system, resources, and context.

Typical symptoms
e Everyinitiative completes the same form.
e Low-impact experiments and consequential systems face identical reviews.
e Teams optimize for answering the questions rather than understanding the risk.

e Allcategories receive a green status without a discussion of trade-offs.
Completion of the template is treated as proof of trustworthiness.

Better approach
Use frameworks to guide thinking, not replace it.
Ask:
e Which risk domains are most material for this use case?
e What could cause serious harm or invalidate the business case?
e Whatis highly uncertain?
e Which evidence would change the decision?

e Which controls need to be tested rather than merely documented?
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A framework should improve judgment. It should not automate judgment.

3. Documentation Is Confused with Evidence
The team presents:

e apolicy,

e atestplan,

e amodelcard,

e atraining concept,

e ahuman-review procedure,

e andan incident-management document.
All required artifacts exist.
But their existence does not prove that the system or its controls work.
A testing strategy is not a test result.
A human-review procedure is not evidence that reviewers detect errors.
A training document is not evidence that users understand the system.
A monitoring dashboard is not evidence that someone acts when a threshold is exceeded.

NIST distinguishes between documented governance processes, risk measurement, and explicit go/no-
go decisions. It also encourages organizations to evaluate whether their policies, practices, indicators,
and measurements actually improve their ability to manage risk.

Typical symptoms

e (ate presentations focus on completed deliverables.

e Controls are approved before they have been tested.

e Apolicyis used as proof that user behavior is controlled.

e Theteam shows a dashboard but cannot explain the thresholds.

e Reviewers ask, “Do we have the document?” rather than, “What did we learn?”
Better approach

Connect every important claim to evidence.

Claim Activity Evidence

Users will adopt the system Conduct pilot training Observed usage and task-completion data
Human review prevents harmful  Define review Measured detection rate under realistic
output procedure workload

The model is sufficiently reliable  Run evaluation tests Error distribution across relevant cases

The solution is economically Actual pilot costs and scaled usage
. Prepare cost model o
viable projections
Monitoring controls drift Build dashboard Demonstrated detection and tested response
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Claim Activity Evidence
process

Documents describe the intended system. Evidence shows how the real system behaves.

4. The Model Is Evaluated in Isolation
The team focuses heavily on model performance.
It measures:

e accuracy,

e precision,

e recall,

e hallucination rates,

e orbenchmarkscores.
These metrics matter, but they describe only one component of the Al-enabled system.
Al risks emerge from the interaction between:

e the model,

e thedata,

e theinterface,

e theuser,

e the surrounding process,

e organizational incentives,

e andthe consequences of the resulting action.

NIST describes Al systems as inherently socio-technical. Their risks and benefits emerge from the
interplay of technical characteristics, human behavior, operators, other systems, and the deployment
context.

A model may perform well during evaluation and still fail because:

e users misunderstand the output,

e the wrong source documents are retrieved,

e human reviewers approve everything automatically,
e the workflow encourages inappropriate reliance,

e orthe systemis used outside the tested scope.

Typical symptoms

e The main success criterion is one average model score.

e Userbehavioris treated as a change-management issue for later.

e The evaluation does notinclude the actual process.

e Theteamignores the cost and effectiveness of human review.

e Edge cases with serious consequences are hidden by strong average performance.

Better approach
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Evaluate the complete system under realistic conditions.

Measure:

technical performance,

error types,

user behavior,
human-review effectiveness,
process outcomes,
operating costs,

affected groups,

and the consequences of undetected errors.

The threshold should depend on the intended use.

A modelis not sufficiently reliable in the abstract. It is sufficiently reliable—or not—for a specific
purpose, context, and set of controls.

5. “Human in the Loop” Is Treated as a Universal Safeguard

The project identifies a serious risk and adds:

“A human will review the output.”

The risk is then marked as mitigated.

But human oversight can fail when reviewers:

lack relevant expertise,

have insufficient time,

cannot detect plausible errors,

do not receive the necessary context,

are encouraged to follow the Al recommendation,

or lack authority to override or stop the system.

Article 14 of the EU Al Act requires, for high-risk Al systems, that oversight measures enable people to
understand system capabilities and limitations, recognize potential over-reliance, interpret outputs,

override or reverse them, and intervene or stop the system.

The legal obligation applies specifically to high-risk Al systems, but the management lesson is broader:

Placing a person in the process does not automatically create effective control.

Typical symptoms

The control description contains only the words “human review.”
No one has defined what must be checked.

Reviewers approve nearly every output.

Review workload increases but staffing does not.

The reviewer remains accountable but cannot change or stop the system.
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No one measures whether the review catches important errors.

Better approach

Define human oversight operationally:

Who reviews?

What competence is required?

Which outputs must be reviewed?

Which information must be available?

What is the expected workload?

Which errors must trigger escalation?

Can the reviewer reject, reverse, or stop the outcome?

How will control effectiveness be measured?
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Human oversightis a control only when the human can meaningfully influence the outcome.

6. Everybody Owns the Risk

Al initiatives often involve many functions:

Business,
Product,

Data Science,
IT,

Security,
Privacy,
Legal,

HR,
Operations,

and executive sponsors.

This is necessary because Al risk is multidisciplinary.

But involvement is not the same as ownership.

When the risk is assigned to “the project,

” &«

feel responsible for:

maintaining the assessment,
implementing controls,
collecting evidence,
escalating threshold breaches,

or recommending that the system be restricted.
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NIST states that effective Al risk management requires appropriate accountability mechanisms, explicit
roles and responsibilities, organizational commitment, and suitable incentive structures.

Typical symptoms
o Risks are assigned to departments rather than people or roles.
e |egalassumes the business accepted the risk.
e The business assumes Security approved the system.
e The steering group discusses the risk but does not assign actions.
e No one knows who can suspend the system.
Better approach
Separate:
e therisk owner,
e the control owner,
e the evidence owner,
e and therisk-acceptance authority.

For every material risk, document:

Question Required answer

Who manages the risk? Named risk owner

Who operates the safeguards? Named control owner or owners
Who validates the evidence? Named evidence owner

Who accepts the residual risk? Authorized decision-maker
Who can stop the system? Explicit stop authority

When must the risk be reviewed? Defined trigger

Collective responsibility requires explicit individual accountability.

7. Every Al Initiative Receives the Same Governance
To appear consistent, the organization creates one approval process for every Al use case.
An employee experimenting with non-confidential text must follow the same process as a system that:
e processes personal data,
e influences employment,
e communicates autonomously with customers,
e orsupports consequential decisions.

This creates two problems.
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Low-risk teams experience unnecessary friction and begin bypassing governance.

High-risk teams may satisfy the standard process even though their use case requires much stronger
evidence and controls.

NIST’s framework is intended to be tailored to the organization’s resources, capabilities, context, and

risk tolerance. The EU Al Act likewise applies a risk-based structure, with stronger requirements for
defined high-risk systems.

Typical symptoms

Every experiment requires the same committee.

Governance effort depends on project size rather than potential harm.
Low-impact use cases wait months for approval.

High-impact use cases complete a generic checklist.

Teams cannot explain how the governance level was determined.

Better approach
Scale governance according to:

potential impact,

data sensitivity,

number of affected people,
level of autonomy,

reach,

reversibility of harm,
regulatory relevance,

and uncertainty.

A low-exposure experiment can use lightweight guardrails.

A high-impact system requires formal evidence, independent review, clear risk acceptance, and

continuous monitoring.

Proportional governance protects both safety and speed.

8. Stage Gates Become Status Meetings

The initiative team presents:

the completed milestones,
the current schedule,

the budget,

the latest prototype,

and the activities planned for the next phase.

The committee asks questions but avoids a clear decision.

The project then continues because stopping it would be uncomfortable. This weakens the central
purpose of the gate.
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Official Stage-Gate guidance describes gates as forward-looking decisions about continued investment,
resources, priorities, and the information required to address remaining gaps.

Typical symptoms

Every initiative receives a “Go.”

Gatekeepers attend but lack decision authority.
Evidence is distributed too late for meaningful review.
The meeting ends with vague requests for improvement.

No one states which exposure has been approved.

Known risks are carried forward without explicit acceptance.

Better approach
Every gate should conclude with a documented decision:

Go

Rework

Restrict

Pause

Kill

The decision should state:

what is approved,

which scope and users are included,
which data may be used,

which controls are mandatory,
which residual risks were accepted,
who accepted them,

and what triggers a new review.

A gate without a clear decision is a presentation, not a control mechanism.

9. Monitoring Exists Without Intervention

The production system has:

But no one has defined what should happen when the values change.

logs,

quality metrics,
cost dashboards,
usage statistics,
drift indicators,

and incident channels.
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The organization observes the risk without managing it.

NIST recommends continuous monitoring for performance degradation, unusual behavior, near misses,
attacks, and changing impacts, including monitoring of third-party and pre-trained components. For
high-risk systems, Article 72 of the EU Al Act requires active and systematic post-market collection and
analysis of relevant performance data throughout the system lifetime.

Typical symptoms
e Thresholds are not defined.
e Alerts are repeatedly ignored.
e Noone ownstheresponse.
e Provider updates do not trigger reevaluation.
e Near misses are logged but not discussed.
e The system continues operating while an investigation remains open.

Better approach
Connect indicators to decisions.

Signal Trigger Required action

Critical harmful output One confirmed event Restrict or suspend affected function
Error rate Above approved threshold Reassess model and controls
Provider model update Material version change Repeat defined evaluation suite

Drift Outside accepted range Investigate data and model behavior
Cost Above viability threshold Review the business case

Oversight failure Control repeatedly bypassed Redesign or restrict the process

New use case Scope expansion Perform new risk review

Monitoring manages risk only when observations trigger action.
10. Teams Are Rewarded for Proving the Project Right
An initiative receives executive attention, budget, and public support.

The team gradually feels responsible for demonstrating success rather than investigating whether the
assumptions remain valid.

Negative findings are reframed as temporary issues.

Failed experiments are repeated until they produce a positive result.
Risks are softened before steering meetings.

The project survives, but the learning system collapses.

NIST’s framework emphasizes a culture that prioritizes identification of risks, multidisciplinary
perspectives, open sharing of assumptions, and explicit go/no-go decisions. This implies that
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organizations need conditions in which uncomfortable evidence can be surfaced without being treated
automatically as failure.

Typical symptoms
e Everyexperimentis presented as successful.
e Teams hide results that could threaten funding.
e “Kill” decisions are treated as personal or organizational failure.
e Sponsors defend the project instead of evaluating the evidence.
e Risks disappear from presentations as the project gains visibility.
e Theteam optimizes the demonstration rather than the decision.
Better approach
Reward teams for improving decision quality.
A valuable experiment may show that:
e the problemis less important than expected,
e Al does notoutperform a simpler solution,
e required human review eliminates the business benefit,
e the datais unsuitable,
e theriskis disproportionate,
e orthe use case should be narrowed.
Stopping such an initiative early protects resources and organizational trust.

The purpose of experimentation is not to prove that the project should continue. It is to discover whether
it should.

A Compact Anti-Pattern Diagnostic

Before approving the next phase, ask:

Diagnostic question Anti-pattern it exposes

When was the risk assessment last updated?  One-time risk assessment
Which risks matter most in this context? Checklist governance

What evidence proves that the control works? Documentation without evidence
Have we evaluated the complete work system? Model-only evaluation

Can the human reviewer really intervene? Symbolic human oversight

Who owns and who accepts each residual risk? Collective but unclear ownership
Is governance proportional to potential impact? One-size-fits-all governance
What exact decision is being made at the gate? Status-meeting gates

Which signals trigger restriction or suspension? Monitoring without intervention
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Diagnostic question Anti-pattern it exposes

Which result would cause us to stop? Confirmation-driven experimentation

This diagnostic can be used:

before a gate meeting,
during an operational review,
when designing an Al governance process,

or when an initiative appears formally compliant but still feels uncontrolled.

The Deeper Pattern Behind the Anti-Patterns

Most of these failures have the same root cause:

The organization separates governance from the real work of learning and deciding.

Risk management becomes paperwork.

Human oversight becomes a sentence in a policy.
Monitoring becomes a dashboard.

Stage gates become presentations.

Governance becomes a committee.

The alternative is a connected operating system:

experiments generate evidence,

evidence changes the risk assessment,
controls are tested,

risks have named owners,

gate decisions define permitted exposure,
Decision Records preserve the reasoning,
guardrails guide everyday work,

and monitoring reopens decisions when conditions change.

This is the practical operating model developed throughout this handbook: move quickly through small

learning cycles, but increase investment and exposure only through explicit, evidence-based risk

decisions.

Risk management should not slow learning down.

It should prevent the organization from scaling assumptions that have not yet earned its trust.
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Final Thoughts: Move Fast, but Responsibly

Al projects do not need less ambition.

They need better mechanisms for deciding how much uncertainty, investment, and organizational
exposure the company is prepared to accept.

Conventional IT risk management remains necessary. Al systems still need secure architecture, reliable
infrastructure, clear responsibilities, realistic budgets, and disciplined project execution.

But these controls are no longer sufficient on their own.

Al projects introduce additional uncertainty around data quality, model behavior, provider dependency,
drift, user interaction, human oversight, adoption, ethics, regulation, and trust. These risks do not
remain stable. They evolve as the initiative moves from an idea to a prototype, from a prototype to a real-
world pilot, and from a pilot into broad operational use.

This is why Al risk management cannot be reduced to an assessment performed before development
begins.

It must become a continuous learning and decision system.

The Goal Is Not to Eliminate Every Risk

An organization that attempts to eliminate every uncertainty before experimenting will move too slowly
to learn.

Many of the most important questions cannot be answered through planning alone:
e Willusers actually benefit from the solution?
e Isthe available data suitable?
e How will the model behave outside controlled test cases?
e Will human reviewers detect plausible but incorrect output?
e Canthe solution be operated economically at scale?
e Willthe controls remain effective under real working conditions?

The organization needs experiments to answer these questions.
At the same time, experimentation should not become an excuse for uncontrolled exposure.

A prototype does not automatically justify access to production data. A successful demonstration does
not prove that a system is ready for real users. A promising pilot does not demonstrate that controls,
costs, and model performance will remain acceptable at scale.

The goal of risk management is therefore not zero risk.
The goalis to:

e make uncertainty visible,

e testthe mostcritical assumptions,

e limitthe potential impact of failure,

e reduce risks where possible,

e acceptresidualrisks consciously,
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e andincrease exposure only when the available evidence justifies it.

Risk management should not prevent experimentation. It should prevent organizations from
scaling assumptions that have not yet earned their trust.

Be Agile Within the Stages and Evidence-Driven at the Gates
The model developed in this handbook combines two complementary mechanisms.
Inside each phase, teams work iteratively.

They build small increments, test assumptions, collect evidence, identify emerging risks, and adapt the
model, data, process, controls, or use case.

At the stage gates, the organization makes an explicit decision.
It determines whether the accumulated evidence justifies:
o furtherinvestment,
e access to more sensitive data,
e involvement of real users,
e deeperintegration into business processes,
e increased autonomy,
e orbroaderoperational use.
This distinction allows both speed and control:
Agile iterations manage learning. Stage gates manage exposure.
The stage-gate process should not protect the original plan.
It should protect the organization while allowing the initiative to evolve.

A team may discover that the original scope is too broad. It may reduce autonomy, change from
automation to augmentation, restrict the user group, select another provider, or replace the Al approach
with a simpler solution.

These are not signs that the process failed.

They are signs that the learning system is working.

Risk Management Requires More Than a Risk Register
Arisk register can document current concerns, but it cannot manage them on its own.
Effective Al risk management requires a connected operating model:

e The sixrisk domains ensure that value, business viability, data, models, operations,
compliance, ethics, and trust are considered together.

o [terative experiments convert uncertainty into evidence.

o Stage gates determine whether the next level of exposure is justified.

e Risk owners and decision authorities make accountability explicit.

o Decision Records preserve the reasoning, accepted risks, restrictions, and review triggers.

e The Tech Radar distributes project-specific learning across the organization.
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e Guardrails translate governance into practical boundaries for everyday work.

e Monitoring reveals when assumptions, controls, providers, data, or operating conditions have
changed.

e Reassessment ensures that approvalis not treated as permanent.
These mechanisms should reinforce one another.

Monitoring should trigger risk reviews. Risk reviews should influence stage-gate decisions. Important
decisions should create Decision Records. Project evidence should update the Tech Radar and
organizational guardrails. New initiatives should benefit from what earlier projects learned.

This turns isolated Al projects into an organizational learning system.

Good Governance Should Increase the Ability to Act

Governance is often perceived as an obstacle because many governance systems focus primarily on
approval, documentation, and control.

But governance that only slows teams down is poorly designed.

Good governance creates clarity.

Teams know:

e which tools they may use,

e which data is permitted,

e which experiments they can run independently,

e which controls are mandatory,

e which decisions require escalation,

e and where the non-negotiable boundaries lie.
Within these boundaries, teams should have the freedom to explore, test, and adapt.
The strength of the governance should increase with:

e the sensitivity of the data,

e thereach of the system,

o the level of autonomy,

e the consequences of an incorrect output,

o the difficulty of reversing harm,

and the uncertainty surrounding the use case.
The objective is not maximum governance.
Itis the appropriate level of governance for the current exposure.

Strong guardrails should make safe experimentation easier—not make all experimentation harder.
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Trust Must Be Earned and Maintained
Trustis not created by declaring an Al system trustworthy.
It emerges when people can understand:

e whatthe system s intended to do,

e where its boundaries lie,

e howits performance was evaluated,

e which risks remain,

e whois accountable,

e how decisions can be challenged,

e and what happens when something goes wrong.
Trust also does not mean unquestioned reliance.

Users should trust the system enough to use it, but remain sufficiently critical to recognize its
limitations. They need the competence, time, information, and authority to intervene when the system
produces an inappropriate result.

This requires transparency, effective human oversight, clear accountability, and visible responses to
incidents and feedback.

Trust can take a long time to build and be lost through a single serious incident.
Risk management therefore protects more than budgets, systems, and regulatory compliance.

It protects the organization’s ability to use Al at all.

Three Principles to Keep

When designing an Al risk-management system, three principles are particularly important.
Start small enough to fail safely.

Early experiments should create meaningful evidence without exposing the organization to the full
impact of an unfinished solution.

Scale evidence, not confidence.

A persuasive presentation, strong sponsorship, orimpressive demonstration should not substitute for
measured results under realistic conditions.

Keep decisions reviewable and reversible.

Every approval should define its scope, conditions, residual risks, owners, and review triggers. When the
context changes, the decision must be reconsidered.

These principles create a practical balance between innovation and responsibility.
Move Fast—But Responsibly
Organizations do not need to choose between speed and safety.

They need an operating model that uses speed to generate learning and structure to determine how that
learning should influence investment, permissions, and risk exposure.

Move fast enough to learn before the opportunity disappears.
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Move carefully enough to recognize what the evidence is actually telling you.
And scale only what has earned the right to scale.

The final message from the underlying model can therefore remain simple:
Innovation x Trust x Compliance = Sustainable Al Success

The multiplication sign is deliberate.

Innovation without trust will not be adopted.

Trust without responsible controls will not last.

Compliance without real value will produce safe systems that nobody needs.

Sustainable Al success requires all three.

Move fast—but responsibly.
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Legal and Professional Disclaimer

This handbook is provided for general informational and educational purposes. It presents an

organizational management model and does not constitute legal, regulatory, compliance, cybersecurity,

financial, employment, or other professional advice.

The classification of an Al system and the obligations that apply to providers, deployers, importers,
distributors, product manufacturers, or other actors depend on the facts, intended purpose,
jurisdiction, sector, and legal role.

References to the EU Artificial Intelligence Act, GDPR, ISO standards, NIST guidance, or other
frameworks do not replace a qualified assessment of the requirements applicable to a specific
organization or system.

ISO standards are copyrighted publications. This handbook refers to their public titles and general
scope; it does not reproduce or replace the standards.

Technology providers may change models, contracts, pricing, data-processing conditions, and
technical behavior. Current provider documentation and contractual terms should be reviewed.
The author makes no warranty that the handbook is complete, error-free, or suitable for every
context. Decisions should be made with appropriate specialist advice and organizational authority.

Use this handbook to improve questions, evidence, and decisions — not

to replace qualified professional judgment.
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Sources and Further Reading

Primary frameworks, standards, regulations, and methods used in the
handbook

Inline hyperlinks in the handbook point readers to the relevant official or primary source where possible.
The following bibliography provides the full source set used to develop the handbook’s risk-
management, governance, lifecycle, evidence, traceability, and guardrail concepts.

All online sources were accessed on 16 July 2026. Readers should verify whether newer editions, revisions, implementation
guidance, or consolidated legal texts are available.

Al risk management and governance

National Institute of Standards and Technology (NIST). Artificial Intelligence Risk Management Framework (Al
RMF 1.0). NIST Al 100-1, January 2023. DOI: 10.6028/NIST.Al.100-1. Foundational reference for lifecycle-
oriented, socio-technical Al risk management and the Govern, Map, Measure, and Manage functions.

National Institute of Standards and Technology (NIST). NIST Al RMF Playbook. Complete online companion to Al
RMF 1.0, first complete version released March 2023. Provides adaptable actions and documentation
practices; itis not intended as a universal checklist.

National Institute of Standards and Technology (NIST). Artificial Intelligence Risk Management Framework:
Generative Artificial Intelligence Profile. NIST Al 600-1, July 2024. DOI: 10.6028/NIST.Al.600-1. Companion
profile addressing risks and controls that are unique to or intensified by generative Al.

Regulation and international standards

European Parliament and Council of the European Union. Regulation (EU) 2024/1689 laying down harmonised
rules on artificial intelligence. Adopted 13 June 2024; commonly referred to as the European Union Artificial
Intelligence Act. Primary legal source for the handbook’s references to Al literacy, risk management, technical
documentation, logging, human oversight, deployer obligations, and post-market monitoring.

International Organization for Standardization and International Electrotechnical Commission. ISO/IEC
23894:2023 — Information technology — Artificial intelligence — Guidance on risk management. Edition 1,
February 2023. Guidance for integrating Al-specific risk management into organizational activities and
functions.

International Organization for Standardization and International Electrotechnical Commission. ISO/IEC
42001:2023 — Information technology — Artificial intelligence — Management system. Edition 1, December
2023. Requirements for establishing, implementing, maintaining, and continually improving an Al management
system.

Agile learning, staged investment, and decision management

Beck, Kent, et al.. Manifesto for Agile Software Development. Published 2001. Source for the principles of iterative
delivery, collaboration, feedback, adaptation, and responding to change.

Stage-Gate International. The Stage-Gate Model: An Overview. Official overview of stages, decision gates,
evidence, resource commitments, and adaptive in-stage work. Used as the basis for treating gates as forward-
looking investment and exposure decisions rather than status meetings.

Amazon Web Services. Using architectural decision records to streamline technical decision-making for a
software development project. AWS Prescriptive Guidance, Darius Kunce and Dominik Goby, March 2022.
Basis for extending Architecture Decision Record practices to Al, risk, and governance decisions.

Thoughtworks. Technology Radar. Ongoing knowledge-sharing framework for communicating organizational
positions on technologies and practices. Basis for the handbook’s Adopt, Trial, Assess, and Hold/Caution
model for shared organizational learning and risk appetite.
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Secure development and operational practice

UK National Cyber Security Centre and international partners. Guidelines for Secure Al System Development.
Version 1.0, published 27 November 2023. Lifecycle guidance covering secure design, development,
deployment, operation, monitoring, incident management, updates, and information sharing.

Author’s foundational work

Theil, David. Building Trust — Managing Risk with Agility and Structure in Al Projects. Presentation and workshop
material, 2025. The original presentation provided the foundation for the six risk domains, the combination of
agile learning and staged risk decisions, governance roles, traceability, and practical guardrails developed in
this handbook.

Author profile sources

DigitalisierungsCoach. David Theil — Author profile. Author biography and publication archive.

Medium. David Theil— About. Author biography, professional background, and selected publications.

LinkedIn. David Theil — Professional profile. Professional profile and current career information.

Trademark note: Stage-Gate® is a registered trademark of Stage-Gate International. All other names and trademarks are the
property of their respective owners.
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risk management was not designed for systems that learn, adapt,
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operating model that combines agile learning with structured
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only what has earned your trust.
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‘ ‘ Risk management should not prevent experimentation.
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